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Digital citizenship is an abstract, grandiose term, 
and incorporating it into curriculum can prove 

problematic for both educators and students. In layman’s 
terms, digital citizenship is the norms of responsible 
and appropriate interaction with technology. It requires 
a critical understanding that our responsibilities are 
no longer just the immediate, face-to-face community 
in which we live, but also include our ever-expanding 
digital communities. It also encompasses the world as we 
access global communities online. Digital citizenship 
requires that we update the more-traditional critical 
skills with an eye toward the digital as new tech tools 
are added at an alarming rate. These skills include 
plagiarism, copyright, and the increasingly complex 
source evaluation in ever-expanding formats, as well 
as the tools necessary to ethically and morally navigate 
cyberbullying, digital etiquette, security, safety, hacking, 
social networks, open source, knowledge sharing/
communication, e-commerce, and technology balance 
(in daily life). This is not an all-inclusive list, as 
technology continues to evolve, and digital citizenship 
themes will need to be adapted as new technology uses 
bring up issues unknown to us today.

Having a freshman in high school and a freshman 
in college, I see firsthand the challenges inherent in 
growing up in a world where nothing is considered too 
private for public sharing. As BYOD and 1:1 become 
education standards, and personal, handheld smart 
technologies become more common, digital citizenship 

must be taught until it becomes intuitive for the next 
generations growing up. It is our responsibility to 
prepare our young people for the digital world in 
which they will live and work. School librarians play a 
critical role in developing awareness and understanding, 
informing and orienting staff, and institutionalizing 
student lessons and training.

My own students and my own children have struggled 
with this as they learn to navigate the social, cultural, 
and fiscal aspects of the online world. In the school 
setting, my daughter, during her middle-grade years, 
dealt with “mean girl” messaging in a class’s e-classroom 
environment. How easy it is to say what you feel in 
the heat of the moment, knowing, without a pause 
for thought or consequence, you are able to hit your 
intended target through a cold screen and the evidence 
disappears before a caring adult would ever be aware of 
the incident. And my son had his first encounter with 
financial literacy in the digital world when he learned 
some hard, personal lessons about how to manage 
the monthly auto-payments for his music and game 
subscriptions. Financial information can be hacked or 
shared with an untrustworthy online vendor, or a few 
unassuming clicks can set one up for the promise of 
a monthly subscription and payment that the buyer is 
unprepared for financially. We must prepare the next 
generations by integrating and continually revising 
and updating digital citizenship training into their 
education.

 
 

president’s 
COLUMN

Digital citizenship provides a perfect opportunity to look 

for collaborative partners with the technology department 

and instructional technology staff to develop a robust and 

consistent curriculum. 

The Critical Role of the School Librarian in Digital Citizenship 
Education
Leslie Preddy, 2015–16 AASL President   |   lesliepreddy@hotmail.com
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For digital citizenship education to be successful, 
it requires a network of educators dedicated to 
collaboration, common language, and developing 
a horizontal and vertical alignment of gradually 
deepening skills. Our greatest hurdle to teaching 
digital citizenship is gaining buy-in and instructional 
time for these critical life skills. Many policymakers 
lack awareness of the importance of digital citizenship, 
not fully realizing its existence and not fully realizing 
it must be intentionally taught. Digital citizenship is 
not intuitive, especially in an age of screen anonymity. 
Many students and educators are unaware of what digital 
citizenship entails. Often state and local standards and 
guidelines have not caught up with the need and benefit 
to explicitly teach it, and teaching digital citizenship is 
a massive task requiring thoughtful integration into the 
curriculum.

Today’s school librarians must be seen as leaders in 
their buildings. Digital citizenship provides a perfect 
opportunity to look for collaborative partners with the 
technology department and instructional technology 
staff to develop a robust and consistent curriculum. 
Often our voice, by itself, will not be strong enough 
to lead this charge. Collaboration can help build a 
coalition to help other educators and administrators see 
the value and importance of digital citizenship. Often 
there is an assumption that students already know what 
to do online; however, we all know from our experiences 
in our school libraries and recent studies like those 
shared at the AASL 17th National Conference Closing 
Session in Columbus that assumption is far from the 
truth. Young people today may be born surrounded by 
technology and entertained by technology, but they are 
not born with the basic instincts for interacting through 
technology in an intentional, thoughtful, and critical 
manner.

Just as we’ve spent time working with our teachers to 
infuse inquiry and research processes into their content 
instruction, we have to find ways to incorporate digital 
citizenship into those projects and lessons. As we expand 
the tools students use to communicate and share, we 
must also expand our instruction on how to ethically, 
effectively, and appropriately use those tools and life 
skills. We can’t wait for problems to arise, but rather 
we need to be proactive and on the forefront of helping 
our students avoid those pitfalls and navigate the online 
world successfully. 

Think, too, about what digital citizenship looks like at 
the different educational levels. The concept of digital 
citizenship is important for all learners, no matter 
whether you teach students in primary, intermediate, 

middle grades, high school or work with those in 
vocational training or college. What you teach them and 
how it might look will be different, but it is important to 
start students off young and continue to reinforce these 
skills and lessons throughout their educational career.

Digital citizenship is a perfect example of how the role 
of the school librarian is so important. These are skills 
we can collaborate to teach our students. In this era 
when discussions revolve around the need for libraries 
and librarians, digital citizenship is a perfect example 
of the critical role we can play beyond our facilities and 
collections.

Resources like this issue of KQ and webinars on 
eCOLLAB are great places to start the conversations 
with your administration, your technology department, 
and your teachers. Your fellow librarians and personal 
learning network on Twitter, Facebook, Pinterest, and 
other online venues are all full of ideas ready to help 
us collectively come up with ways to present being good 
digital citizens to students.

This topic will continue to evolve and change as the 
technology does. Continue the conversations with AASL 
on the KQ website, with AASL’s social media outlets, on 
the AASL Forum listserv, and with AASL’s professional 
development offerings. These are the joys and benefits 
of a national professional organization. AASL expands 
your personal learning network as it builds a community 
of colleagues and friends you can rely on, whether face-
to-face or digitally. These are the peers who understand 
you, share with you, and help you grow and evolve as a 
professional school librarian.

The Critical Role of the School Librarian in Digital Citizenship 
Education

Leslie Preddy has been the school librarian at Perry Meridian 

Middle School in Indianapolis, Indiana, since 1992, and has served as 

an adjunct professor for Indiana University, Indiana State University, 

and IUPUI. She has presented webinars for edWeb, the Indiana 

Department of Education, and the American Library Association. 

She is a frequent speaker and consultant at local, state, national, 

and international education conferences and events. Leslie is a past 

recipient of AASL’s Collaborative School Library Media Award and 

School Library Media Program of the Year Award and ALA’s Sara 

Jaffarian School Library Program Award for Exemplary Humanities 

Programming. She is the president of AASL and is a past president for 

the Association of Indiana School Library Educators. Her books include 

SSR with Intervention: A School Library Action Research 

Project and Social Readers: Promoting Reading in the 21st 

Century. Her latest book is School Library Makerspaces.
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School librarians have always been at the forefront 
of protecting student privacy. We have a keen 
understanding of safeguarding student reading 
records and protecting their information searches. 
We serve as stewards of privacy and educate the 
school community about its tenets. However, we have 
entered the age of Big Data, where sharing personally 
identifiable information online can have drastic 
consequences. Furthermore, the school librarian’s 
role in educating the school community has become 
more complicated, as we grapple with the role of ever-
evolving technologies that are becoming more and 
more ubiquitous in education.

What is the role of the school librarian in not only 
safeguarding student privacy, but also educating 
the school community about new frontiers in 
technologies and how they impact student privacy? 
I suggest a two-pronged approach. First, school 
librarians must view student privacy from the 

“10,000 foot level” and work with district IT 
departments to ensure that policies and procedures 
are compliant with state and federal mandates 
regarding student privacy. By working in concert 
with IT, the school librarian can serve in a pivotal 
role in shaping how districts operationalize these 
policies. Second, the school librarian should serve 
as the “translator” for these policies and ensure that 
students understand the consequences of their digital 
footprint, parents work with students to safeguard 
their child’s privacy, and teachers have knowledge 

about how that new app or program protects (or does 
not protect) student data before deploying it for an 
educational purpose. By taking the lead in district 
policy articulation, as well as educating the school 
community about student privacy, the school librarian 
can serve in a pivotal role.

The articles in this issue of Knowledge Quest can serve 
as resources as school librarians begin thinking 
about student privacy in the age of Big Data. Topics 
include understanding Terms of Service from third-
party vendors, deploying 1:1 initiatives and systems 
such as Google Apps for Education, working with the 
school community to reinforce Internet safety, and an 
introduction to Choose Privacy Week. Taken together, 
these articles provide information on the role that the 
school librarian can take in shaping district policy, in 
addition to providing “boots on the ground” education 
to the school community. I hope that you enjoy this 
issue of Knowledge Quest. Protecting student privacy is 
everyone’s concern, and the school librarian has a 
unique opportunity to be a leader in this arena.

 
 

guest editor 
COLUMN

Protecting student privacy is everyone’s concern, and 

the school librarian has a unique opportunity to be a 

leader in this arena.

Student Privacy in the Age of Big Data
Ann Dutton Ewbank | ann.ewbank@montana.edu
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School librarians step forward as leaders of equity with the 
provisions for school libraries in the newly passed Every 
Student Succeeds Act (ESSA). ESSA, the 2015 revision 
of the Elementary and Secondary Education Act (ESEA), 
affects educational standards, accountability, and access. 
The Elementary and Secondary Education Act was the 
most extensive federal legislation to fund elementary and 
secondary education; in many ways ESEA was as much a civil 
rights law as it was an education law. The principles of the 
American Library Association’s Library Bill of Rights declare 
that every student deserves equal and equitable access to 
the resources, support, and instruction that school libraries 
provide (ALA 2014). ESSA enables all students access 
through an effective school library program.

Every student should have an effective school library 
program with the education necessary to achieve academic 
success and a productive future in an ever-evolving world. 
ESSA provides renewed support for school libraries by 
including the term “school library” in several provisions of 
the bill. School library programs advance access to resources, 
support learning standards, and provide instruction that 
can ensure equitable outcomes and experiences. School 
librarians have the knowledge to access quality content 
appropriate to grade level, support curriculum/pedagogy 
needs for transformative learning, and engage students 
with resources in equitable ways. President Johnson urged 
the country to “declare a national goal of full educational 
opportunity” when he sent the original 1965 ESEA bill 
to Congress (U.S. Dept. of Education 2015). As drivers 
of opportunity, school librarians are essential to student-
centered learning experiences that can close the gap between 
college and career aspirations for our students and the 
reality that 19 percent of students don’t graduate with a high 
school diploma (NCES 2015).

The Every Student Succeeds Act emphasizes equal access to 
education, sets high standards for academic performance, 
and looks to a rigorous level of accountability from 
schools and districts. It authorizes states to implement and 
administer critical education programs, making education 
a local issue. A focus on equity can ensure school libraries 
are among the priorities in locally designed plans. School 
librarians can participate in collaborative leadership to 
provide robust infrastructure and personalized learning 
opportunities for students and educators. Look to the 
standards, professional development, and advocacy 

resources AASL provides for research-based practice and 
inspiring stories on how an effective school library program 

—which includes a state-certified school librarian—ensures 
students have the best chance to succeed.

The original ESEA law passed with a 60s sense of urgency 
and goals that required leaders for equity. School libraries 
received funds for resources; in the following decades 
school librarians were recognized as necessary to ensure 
quality of opportunity and engagement as collections 
developed. ESSA has returned school library language to 
the ESEA law. The demand for the unique expertise of the 
school librarian is even more relevant today as education 
looks to technology as a tool for equity in digital learning. 
School librarians are leaders for transforming teaching and 
learning. It is time for school librarians to be leaders for 
equity as we move forward with the provisions in ESSA.

 
 

ESSA 
 COLUMN

Leaders for Equity
Sylvia Knight Norton, AASL Executive Director | snorton@ala.org
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School librarians are champions 
of online learning. They 

select databases, use instructional 
software, and promote intellectual 
freedom including student access 
to the Internet. Propelled by the 
significant benefits of learning, 
engagement, and personalized 
instruction, many of their schools 
and districts have rapidly adopted 
online services without establishing 
standardized controls or protec-
tions for the massive amounts of 
student data being collected and 
shared. A 2013 study by Fordham 
Law School’s Center on Law and 
Information Policy found that, 
while cloud services were deployed 
for wide-ranging functions in 95 
percent of the six demographically 
and geographically diverse districts 
surveyed, they were “poorly under-

stood, non-transparent, and 
weakly governed.” The study 
noted “rampant gaps” in vendor-
school contract documentation, 
an absence of policies governing 
privacy, and a failure to inform 
parents about their children’s 
exposure to online services 
(Reidenberg et al. 2013, 5).

The situation is changing quickly. 
Some large districts now employ 
teams of in-house legal and policy 
experts who are charged with pro-
tecting student data and specifying 
measurable characteristics of “safe” 
online products. Most schools 
are in the process of developing 
privacy protocols and priori-
ties. A strategic opportunity exists 
for school librarians to become 
leaders in shaping school privacy 

practices by guiding students, 
families, and faculty in wise and 
safe technology use while advocat-
ing for privacy rights. As advocates 
for thoughtful online learning, 
we must, at the very least, examine 
data confidentiality policies for 
the products we select and dis-
seminate. More strategically, in 
our role as digital citizenship 
educators we must participate in 
our institutional decision-making 
process. We hold in our hands 
a fundamental responsibility to 
students as learners and citizens 
in a democracy guided by our pro-
fession’s core values, which state 
that “Protecting user privacy and 
confidentiality is necessary for 
intellectual freedom and funda-
mental to the ethics and practice 
of librarianship” (ALA 2004).

As advocates for thoughtful  online learning, 

we must examine data conf idential ity 
policies for  the products we select  and 

disseminate.

12 Knowledge Quest  |  Student Privacy in the Age of Big Data

All materials in this journal subject to copyright by the American Library Association 
may be used for the noncommercial purpose of scientific or educational advancement 

granted by Sections 107 and 108 of the Copyright Revision Act of 1976. Address 
usage requests to the ALA Office of Rights and Permissions.



13Volume 44, No. 4  |  March/April 2016

All materials in this journal subject to copyright by the American Library Association 
may be used for the noncommercial purpose of scientific or educational advancement 

granted by Sections 107 and 108 of the Copyright Revision Act of 1976. Address 
usage requests to the ALA Office of Rights and Permissions.



Do You Sign (and Read) the 
Contract?
To balance student privacy with 
educational objectives, a district or 
school must develop transparent 
guidelines and metrics to evaluate 
the policies and contracts of its 
online vendors. In support of 
these goals, the U.S. Department 
of Education’s Privacy Technical 
Assistance Center provides 
resources that include “Warning 
signs and potential illegal practices 
to look out for” when using cloud-
based services, recommendations 
for practices and policies to protect 
student data, and a checklist for 
evaluating how a vendor’s Terms of 
Service (ToS) handles data in “a safe 
and secure manner” (PTAC 2015).

The ToS document is a formal 
contractual agreement between the 
school and the vendor; it governs 
the vendor’s obligations and limits 
its liabilities. Especially significant 
are terms concerning data storage, 
data retention, data handling, 
liability for data breach, and 
contract termination. Once a school 
or district representative clicks “I 
agree,” typically by click-wrap or 
click-through signature, the school 
has accepted the vendor’s terms, 
regardless of whether those terms 
are in alignment with the Family 
Educational Rights and Privacy 
Act (FERPA), Protection of Pupil 
Rights Amendment (PPRA), and 
other federal and state laws.

The school board or a selected 
designee such as the superintendent 
or assistant superintendent is 
authorized to contract for a district. 
By most states’ laws, teachers in a 
district do not individually possess 
the legal right to bind a district or 

school to a contract, while school 
librarians who negotiate contracts 
with vendors, network providers, 
and other licensors may have that 
right.

However, authorized or not, when 
teachers or librarians click through 
a ToS display they may expose 
the school or district to liability 
if student data flows out of the 
school. Melissa Tebbenkamp, 
Raytown (MO) District director 
of instructional technology, 
acknowledges this vulnerability: 

“We have a problem with sites 
targeting our teachers… [who are] 
not being responsible with our data. 
For school technology directors 
around the country, it is a can of 
worms” (Singer 2015b).

Do You Read the Privacy 
Policy?
While the ToS document is a 
formal two-way agreement between 
vendor and school, a vendor’s 
privacy policy is a working picture 
of the company’s current and 
expected practices related to data 
use, collection, and sharing, as 
well as marketing, advertising, 
access, and security controls. As 
an on-the-ground description of 
how the vendor operates its site, the 
privacy policy should be read in 
conjunction with the ToS. While a 
policy lacks the contractual element 
of a click-through signature, it 
remains the primary declaration of 
the company’s privacy practices, and 
thus may be enforceable against a 
vendor that breaches those stated 
practices.

A direct link to a provider’s privacy 
policy must be displayed at the 
bottom of its homepage. Read the 

entire privacy policy closely. For 
example, the introduction to Khan 
Academy’s Privacy Notice (2014) 
states: “We established ourselves as 
a not-for-profit organization so that 
our mission of education and your 
trust will not be in conflict with a 
for-profit motive.” However, a later 
clause reads: “We may allow third-
party service providers to place and 
read their own cookies, web beacons, 
and similar technologies to collect 
information through the Website.”

Unless you negotiate a contract 
that specifically prohibits certain 
practices, your students’ data privacy 
can be compromised. Diane Savage, 
an attorney in the Technology 
Transactions Group of the 
prominent Silicon Valley law firm 
Cooley, LLP, observes:

“Given the concern about 
the sharing of personal 
information of children 
evidenced by the Children’s 
Online Privacy Protection Act, 
it is surprising that FERPA—the 
most well-known educational 
privacy law—is generally only 
enforceable against educational 
institutions that receive federal 
funds, and not directly against 
the vendors that actually cause 
the FERPA violation. While a 
few states, notably California, 
have or are in the process 
of enacting laws directly 
restricting vendor use of student 
information, for the most part 
the only liability vendors face 
for FERPA violations is liability 
that they are required to assume 
by schools that impose such 
liability in their contracts with 
these vendors.” (Savage 2015)
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To balance student privacy with educational 

object ives,  a distric t  or  school  must develop 

t ransparent guidelines and metrics
to evaluate the policies and contracts of  i ts 

online vendors.
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In April 2015 U.S. House Representatives Luke 
Messer and Jared Polis introduced the biparti-
san Student Digital Privacy and Parental Rights 
Act of 2015, designed to significantly restrict 
how online education vendors can exploit 
the personal data of students who use their 
products. For some, the bill does not go far 
enough. Parents and privacy advocates identi-
fied weaknesses in the proposed bill:

“It allows school services to make unilat-
eral changes to their contracts and privacy 
policies. It permits them to disclose student 
information for purposes like preparing for 
‘employment opportunities’...The bill is also 
unlikely to prohibit companies like Pearson 
from monitoring the social media posts of 
students if those activities are performed 
on behalf of state educational agencies.” 
(Singer 2015a)

It is evident that future prospects for student 
online privacy regulation hinge on many political 
debates to come—and encompass innovation, 
education, society, corporations, and democracy.

News reports, parent concerns, and information 
from professional organizations like the International 
Society for Technology in Education (ISTE) and the 
Consortium for School Networking (CoSN) have 
raised the bar on online student privacy protection. 
Common Sense Media reports that there is bipar-
tisan national support among adults, even those 
without children in school, for “tighter regulations on 
student data…to ensure their private information is 
not exploited for commercial purposes and stays out 
of the hands of the wrong people” (2014).

With U.S. policy in flux—and schools, vendors, and 
parents all responsible parties—here’s what you 
need to know about the current federal regulations 
governing school data privacy.

FERPA, PPRA, and the Accountability of Schools 
(and Parents)
School accountability is governed through two federal 
statutes issued by the U.S. Department of Education. 
Both FERPA (Family Educational Rights and Privacy 
Act) and PPRA (Protection of Pupil Rights Amendment) 
regulate how public schools can collect and use their 

CURRENT STATE 
OF AFFAIRS
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students’ personal information and records. FERPA 
and PPRA aim to protect all student records, data, 
and directory information as “school confidential” 
barring specific parental consent or opt-out.

However, the boundaries can be blurry. For 
example, although the burden of confidentiality 
remains with the school, FERPA provides excep-
tions for information flow to school officials, who 
can, in turn, include outsourced contractors. Thus, 
FERPA permits certain re-disclosures of student 
data to outside vendors, contractors, nonprof-
its, and businesses. The U.S. Department of 
Education has established the Privacy Technical 
Assistance Center (PTAC) <http://ptac.ed.gov> as a 
resource for education stakeholders and families 
seeking current information about student-level 
data privacy, security practices, and implementa-
tion of FERPA.

COPPA and the Accountability of Vendors 
(and Schools and Parents)
Unlike FERPA and PPRA, which together define 
schools’ obligations, the Children’s Online Privacy 

Protection Act (COPPA) directly regulates online 
vendors. Enforced by the Federal Trade Com-
mission, COPPA endeavors to align for-profit 
vendors with educational goals. It elevates the 
consent requirements of any commercial vendor 
that knowingly chooses to collect, use, or disclose 
the personally identifiable information of children 
under thirteen.

If the vendor collects and uses the students’ 
personal information for the benefit of the school 
alone, the school may consent on behalf of all 
children. However, if the vendor wishes to collect 
and/or exploit personal information for purposes 
beyond the benefit of the school, parental consent 
is required. Since a majority of online educational 
services do require parental consent, it seems 
clear that children’s identifiable information is 
often being collected and used for commercial 
purposes. While COPPA is an important step in 
naming vendors as accountable for their edu-
cational products and services, it has resulted 
in significant responsibility being transferred to 
parents.
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Do You Trust—And Verify?
Close reading of a ToS agreement 
and privacy policy should be 
augmented by common-sense 
evaluation of a vendor’s corporate 
or organizational intention. A 
few online education platforms 
have been proactively designed as 
safe havens for student privacy. As 
models of ethical practices, they 
demonstrate that it is possible for 
a profit-making corporation to 
provide online services with “suf-
ficient flexibility to accommodate 
a wide variance of circumstances, 
including types of technologies, 
types of data, and local needs [in 
order to provide schools with] a 
privacy and security floor…without 
a digital learning ceiling” (Schnei-
derman 2015, 4). Although certain 
monetary benefits are forfeited as a 
result, district purchasing decisions 
are simplified and the committed 
focus to educational goals earns 
subscribers’ trust.

In contrast, companies with 
ads for online shoe stores and 
insurance companies plastered on 
their webpages should raise red 
flags about corporate intention 
and the likely prioritization of 
corporate versus educational goals. 
To help you assess a company’s 
data-handling practices, Me and 
My Shadow reviews a number of 
tools that you can use (Tactical 
Technology Collective n.d.). 
For example, a browser add-on 
like Ghostery (see figure 1) or 
Mozilla’s Lightbeam can expose the 
embedded but invisible code that 
continually collects data and tracks 
users’ behavior as they navigate 
within and across sites.

Who Should Be Responsible?
Drilling down to the functional 
level, technology purchases must 
serve an educational purpose. 
Elizabeth Calhoun-Brumbaugh, 
who manages Educational Tech-
nology Services for California’s 
Santa Clara County Office of 
Education, criticizes districts 
that develop tunnel vision for 
technology as a stopgap solution 
without a clear, justifiable learning 
rationale:

“Privacy policies for technology 
products are an anomaly in 
public education. Previously, 
schools would create device-
specific policies—iPad policies, 
Facebook policies—and set up 
learning management systems, 
but they haven’t had the time 
or resources to explore the 
underlying behaviors—how 
to evaluate individual pieces 
of technology for educational 
value in direct support of 
the curriculum.” (Calhoun-
Brumbaugh 2015)

A new industry has arisen to 
consolidate decision-making about 

“safe” online products. Companies 
like Clever, IKeepSafe, Common 
Sense Media, and Google Apps for 
Education offer differing solutions, 
but each organization has its 
own agenda. It’s unlikely that a 
single system for managing and 
securing applications can serve as 
a one-size-fits-all solution for a 
school’s unique blend of teaching 
styles, curriculum, culture, and 
community values. With this 
reality in mind, it’s imperative 
to create formal but accessible 
channels so that teachers and 

librarians can choose software and 
services to support specific learning 
goals while also meeting the school’s 
stated privacy goals.

School librarians can develop the 
necessary strategic alliances and 
nurture the transparency that will 
build community trust around this 
contentious issue. Become familiar 
with the “Protecting Privacy in 
Connected Learning” toolkit 
(Consortium for School Networking 
and Harvard Law School’s Cyberlaw 
Clinic 2014) and the foundational 
principles for safeguarding student 
data that are supported by a 
number of professional associations 
(“Student Data Principles” n.d.). 
On your library website, include 
information about online privacy 
policies and terms of service for 
products you purchase or promote. 
In advance of any issues, approach 
your administration with a proposal 
for a privacy advisory committee—or 
cultivate that skill set within your 
existing technology acquisitions 
group. Seek mentors within 
your district and authorities in 
educational services cooperatives 
or county offices of education, and 
then weave discussions of these 
topics into staff meetings and 
professional development workshops, 
as well as your digital citizenship 
lessons.

Be prepared to articulate the 
learning benefits and quality of 
online product choices to your 
community. Parental consent 
should be an informed consent,  
not an empty formality. Rather 
 than counseling parents to per-
functorily sign a blanket consent 
provided by the school so their 
children are not “left out” of 
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Ghoster y ’s add - on ident i f ies 25 
t rackers on a websi te ,  which you 
can choose to b lock .

Ghoster y Tracker shows that ads and t rackers f rom 80 unique vendors 
have been coded into one educat ional  s i te’s  homepage (purp le) .

Figure 1. Examples of tools that make data tracking visible to Web users.

Rather than counseling parents to per functori ly  

sign a blanket consent provided by the school  so their 

children are not “lef t  out” of  classroom act iv it ies, 

present a rat ionale with specif ic  information about 

the quality and benef its  of  your online learning 

choices in language that everyone can  

understand and respect.
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Without being defensive,  be ready to explain 

the trade-of fs between privacy and 

unique learning or 
information opportunit ies,

and the specif ic  decision-making process 

employed at  your school.

classroom activities, present a 
rationale with specific informa-
tion about your online learning 
choices in language that everyone 
can understand and respect. Parents 
with professional careers in tech-
nology are astute about the inner 
workings of online data tracking 
and the use of their own children’s 
personal data (Singer 2015c). 
Without being defensive, be ready 
to explain the trade-offs between 
privacy and unique learning or 
information opportunities, and the 
specific decision-making process 
employed at your school.

Our total digital footprint doubles 
every two years, over half of which 
is not the data we actively manage 
nor the personae we intentionally 
craft for social media (Aiden and 
Michel 2013, 246). This “invisible” 
data consists of traces left behind 
from our Web search histories, app 
use, e-mail and other online cor-
respondence, credit card purchases, 
locational and IP tracking, and 
images taken by surveillance 

cameras—data often collected 
without our knowledge or consent. 
How will this web of data play out in 
our future? Thomas H. Davenport, 
author of Big Data @ Work: Dispelling the 
Myths, Uncovering the Opportunities, sums 
up the uncertainties of the future 
of big data as “What we don’t know—
and won’t for a while” (2014, 26).

Computing pioneer Alan Kay 
has said, “The best way to predict 
the future is to invent it” (TED 
Conferences n. d.). We agree. 
Rather than wait for others to 
define that future, the librarian 
who embraces a leadership role 
regarding school privacy practices 
can shape a future in which vibrant 
and safe student learning is possible. 
The U.S. Secretary of Education 
has characterized privacy as an issue 
of keeping kids safe: “Privacy rules 
may well be the seatbelts of this 
generation” (Duncan 2014). True, 
for the moment. However, just as we 
counsel students to be savvy digital 
citizens, safe Internet users, and 
critical thinkers—and just as we urge 

them to be personally responsible 
for their online choices—we have 
a responsibility to protect them in 
loco parentis. The underpinnings of 
democracy rest on each citizen’s 
access to opportunity and the 
assurance of privacy protection from 
both corporate infringement and government 
surveillance. While “privacy is essential 
to the exercise of free speech, free 
thought, and free association and, 
therefore, essential to democracy” 
(Krug 2005, ix), it is equally true 
that our free choices are threatened 
when companies track and use our 
personal data to engineer behavior 
for their own gain or for some 
paternalistic goal (Belluz 2014; 
Meyer 2014; Segran 2014; Thaler 
and Sunstein 2009).

Ultimately, the stakes for society 
are high. We hold in our hands a 
fundamental responsibility—shaped 
by democracy—that will have a 
profound impact on our students 
and future citizens, above and 
beyond the reach of our school’s 
resources and services.

20 Knowledge Quest  |  Student Privacy in the Age of Big Data

All materials in this journal subject to copyright by the American Library Association 
may be used for the noncommercial purpose of scientific or educational advancement 

granted by Sections 107 and 108 of the Copyright Revision Act of 1976. Address 
usage requests to the ALA Office of Rights and Permissions.



Debbie Abilock, NoodleTools’ cofounder 

responsible for education vision, serves on the 

board of the ALA Center for Civic Life and has 

been a member of AASL for 33 years. An award-

winning educator and Library Journal Mover 

and Shaker, she writes “Friction,” a column on teaching slow thinking 

and intentionality in research, for School Library Connection 

magazine, and coauthored the article “Recipe for an Infographic” in the 

November/December 2014 issue of Knowledge Quest. 

Rigele Abilock is President of Corporate 

Strateg y and Operations for NoodleTools, 

an online research management platform in 

Palo Alto, California. Her expertise spans 

over 20 years of working with technolog y-

based companies on their business strategies and contractual 

relationships.

Works Cited:

Aiden, Erez, and Jean-Baptiste 
Michel. 2013. Uncharted: Big Data 
as a Lens on Human Culture. New 
York: Riverhead.

American Library Association. 
2004. “Core Values of 
Librarianship.” <www.ala.
org/advocacy/intfreedom/
statementspols/corevalues> 
(accessed November 1, 2015).

Belluz, Julia. 2014. “The 
Insidious New Ways Big 
Pharma Is Manipulating Your 
Doctors’ Drug Choices.” Vox 
(November 13). <www.vox.
com/2014/11/13/7197729/
phamaceutical-digital-marketing> 
(accessed April 7, 2015).

Calhoun-Brumbaugh, Elizabeth. 
2015. Interview with Rigele 
Abilock. May 18.

Common Sense Media. 2014. 
“Student Privacy Survey.” <www.
commonsensemedia.org/sites/
default/files/uploads/about_us/
student_privacy_survey.pdf> 
(April 7, 2015).

Consortium for School Networking, 
and Harvard Law School’s 
Cyberlaw Clinic. 2014. Protecting 
Privacy in Connected Learning Toolkit. 
Washington, DC: CoSN. <http://
cosn.org/sites/default/files/
Protecting%20Privacy%20in%20
Connected%20Learning%20
Toolkit%202014_0.pdf> 
(accessed April 7, 2015).

Davenport, Thomas H. 2014. Big 
Data @ Work: Dispelling the Myths, 
Uncovering the Opportunities. 
Boston: Harvard Business Press.

Duncan, Arne. 2014. “Technology in 
Education: Privacy and Progress.” 
<www.ed.gov/news/speeches/
technology-education-privacy-and-
progress> (access April 7, 2015).

Khan Academy. 2014. “Khan Academy 
Privacy Notice.” <www.khanacademy.
org/about/privacy-policy> (accessed 
April 13, 2015).

Krug, Judith. 2005. “Foreword.” In 
Privacy in the 21st Century: Issues for Public, 
School, and Academic Libraries, by Helen 
R. Adams, et al., ix–x. Westport, CT: 
Libraries Unlimited.

Meyer, Robinson. 2014. “Everything 
We Know about Facebook’s Secret 
Mood Manipulation Experiment.” 
Atlantic (June 28). <www.theatlantic.
com/technology/archive/2014/06/
everything-we-know-about-facebooks-
secret-mood-manipulation-
experiment/373648> (accessed April 
7, 2015).

Privacy Technical Assistance Center. 
2015. “Protecting Student Privacy 
While Using Online Educational 
Services: Model Terms of Service.” 
<http://ptac.ed.gov/sites/default/files/
TOS_Guidance_Jan%202015_0.pdf> 
(April 7, 2015).

Reidenberg, Joel N., et al. 2013. Privacy 
and Cloud Computing in Public Schools. New 
York: Center on Law and Information 
Policy, Fordham University 
School of Law. <http://ir.lawnet.
fordham.edu/cgi/viewcontent.
cgi?article=1001&context=clip> 
(accessed April 7, 2015).

Savage, Diane. 2015. Interview with Rigele 
Abilock. May 27.

Schneiderman, Mark. 2015. “Security 
and Communication Improve 
Community Trust.” Phi Delta Kappan 96 
(5) 29–34.

Segran, Elizabeth. 2014. “Keeping 
Down with the Jones: How You’re 
Being Manipulated to Save the 
Environment.” Fast Company 
(December 2). <www.fastcompany.
com/3039203/elasticity/keeping-
down-with-the-joneses-how-youre-
being-manipulated-to-save-the-
environment> (April 7, 2015).

Singer, Natasha. 2015a. “Bill Would 
Limit Use of Student Data.” New 
York Times (March 22). <http://nyti.
ms/1G1564z> (accessed April 7, 
2015).

———. 2015b. “Privacy Pitfalls 
as Education Apps Spread 
Haphazardly.” New York Times (March 
11). <http://nyti.ms/19csX4Z> 
(accessed April 7, 2015).

———. 2015c. “Uncovering Security 
Flaws in Digital Education Products 
for Schoolchildren.” New York 
Times (February 8). <http://nyti.
ms/16CM469> (accessed April 7, 
2015).

“Student Data Principles: 10 
Foundational Principles for Using 
and Safeguarding Students’ Personal 
Information.” n.d. <http://
studentdataprinciples.org/the-
principles> (accessed April 13, 2015).

Tactical Technology Collective. n.d. 
“Useful Tools to Help You Defend 
Your Privacy.” <https://myshadow.
org/resources> (accessed April 6, 
2015).

TED Conferences n. d. “Alan Kay.” 
<www.ted.com/speakers/alan_kay> 
(accessed December 12, 2015).

Thaler, Richard H., and Cass R. 
Sunstein. 2009. Nudge: Improving 
Decisions about Health, Wealth, and 
Happiness, revised and expanded ed. 
New York: Penguin.

21Volume 44, No. 4  |  March/April 2016

All materials in this journal subject to copyright by the American Library Association 
may be used for the noncommercial purpose of scientific or educational advancement 

granted by Sections 107 and 108 of the Copyright Revision Act of 1976. Address 
usage requests to the ALA Office of Rights and Permissions.



Can I Use This 
App or Website 
for My Class?

FEATURE

22 Knowledge Quest  |  Student Privacy in the Age of Big Data

All materials in this journal subject to copyright by the American Library Association 
may be used for the noncommercial purpose of scientific or educational advancement 

granted by Sections 107 and 108 of the Copyright Revision Act of 1976. Address 
usage requests to the ALA Office of Rights and Permissions.



What to Know about Instructing 
Teachers and Students on 
Digital Citizenship, Digital 
Footprints, and Cybersafety

Beth Miller
bvrm@bellsouth.net

23Volume 44, No. 4  |  March/April 2016

All materials in this journal subject to copyright by the American Library Association 
may be used for the noncommercial purpose of scientific or educational advancement 

granted by Sections 107 and 108 of the Copyright Revision Act of 1976. Address 
usage requests to the ALA Office of Rights and Permissions.



“Can I use this app (or website) for 
my class?” is a question school 
librarians may soon hear on a 
regular basis. As more school 
systems allow devices in schools 
(whether as a BYOD or a 1:1 
program), we are being asked 
questions about appropriate 
applications for our teachers 
and students to use. This is not 
an easy question to answer, and 
it’s answered slightly differently 
depending on grade levels, student 
ages, and website/app restrictions. 
At times we feel like Sherlock 
Holmes trying to peel back the 
mystery of the Children’s Internet 
Protection Act (CIPA) and to 
understand the Children’s Online 
Privacy Protection Act (COPPA) 
while helping teachers decide what 
learning tools are appropriate for 
their lessons.

Children’s Internet Protection 
Act (CIPA)
School systems receiving discounts 
through the U.S. government 
Internet E-rate program must follow 
CIPA regulations to continue to 
receive the discounts. According 
to the Federal Communications 
Commission:

Schools and libraries subject 
to CIPA may not receive the 
discounts offered by the E-rate 
program unless they certify 
that they have an Internet safety 
policy that includes technology 
protection measures. The 
protection measures must block 
or filter Internet access to 
pictures that are: (a) obscene; 
(b) child pornography; or 
(c) harmful to minors (for 
computers that are accessed by 
minors). (FCC 2015)

Most school districts have software 
that filters inappropriate words and 
blocks websites that fall under these 
three categories so students are not 

able to access the sites. Since CIPA 
was enacted by Congress in 2000, 
Internet filtering by school districts 
has become standard; this filtering 
is typically managed by information 
technology (IT) departments. The 
next section of CIPA outlines the 
requirements specific to the use of 
the Internet and how our schools 
and libraries monitor student use:

Schools and libraries subject to 
CIPA are required to adopt and 
implement an Internet safety 
policy addressing:

 − Access by minors to 
inappropriate matter on the 
Internet;

 − The safety and security 
of minors when using 
electronic mail, chat rooms 
and other forms of direct 
electronic communications;

 − Unauthorized access, 
including so-called 

“hacking,” and other 
unlawful activities by minors 
online;

 − Unauthorized disclosure, 
use, and dissemination 
of personal information 
regarding minors; and

 − Measures restricting minors’ 
access to materials harmful 
to them. (FCC 2015)

Although many of these safety 
policies are implemented by means 
of software and district firewalls, the 
safety of minors using e-mail, chat 
rooms, and other direct electronic 
communications is still an area of 
concern. School librarians have 
been and continue to be the primary 
instructors to teach students and 
teachers appropriate research 
skills and methods of accessing 
information through the Internet. 
Now, in the age of mobile devices 
and 1:1 programs, school librarians 
are increasingly responsible for 
teaching students about digital 
citizenship, digital footprints, 

cyberbullying, cybersafety, and 
general caution while using the 
Internet. In the school library, 
computers with filtering software 
and purchased applications 
installed by the IT department 
have in some cases been replaced 
by mobile devices that students 
can use to instantly download 
apps. An app, as defined by 
Dictionary.com, is “an application, 
typically a small, specialized 
program downloaded onto mobile 
devices.” School librarians are 
being asked to help guide teachers’ 
understanding on which apps 
and websites are appropriate for 
student use to support instruction 
and learning. A few key concepts 
must be understood by the 
teaching community as these new 
technologies are adopted more 
broadly.

Digital Footprints
When we rolled out iPads as 
1:1 devices to our eighth-grade 
students two years ago, one of the 
initial lessons required students to 
enter their names in Google and 
review their digital footprints. It 
was revealing to hear many exclaim 

“Oh no, there’s a lot of information 
about ME!” as students became 
aware of the pictures, news articles, 
Facebook posts, and other online 
information that make up their 
digital footprint. Parents (and 
students) are concerned about 
children’s personal information 
being exposed to anyone on the 
Internet. Likewise, the CIPA 
rules are intended to lessen the 
amount of personal information 
being exposed while students are 
using the Internet in our schools. 
This circumstance provides an 
opportunity for school librarians 
to expand their lessons on research 
and online resources and teach 
students the value of appropriate 
Internet behavior through digital-
citizenship lessons. Common Sense 
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Media <commonsensemedia.org> 
has free age-appropriate lessons 
on digital citizenship, videos, and 
NearPod lessons (for a fee) available 
to anyone through their website. 
These digital-citizenship lessons 
teach awareness and strategies to 
help students combat some of the 
common Internet issues such as 
cyberbullying, cyberpredators, 
appropriate social interactions 
through websites, copyright, 
and Web source validation. The 
Common Sense Media site also has 
a parent section that recently added 
ratings and reviews on some of the 
more commonly used educational 
apps.

Aside from teaching Internet 
awareness to our students of all 
ages—many elementary school 
students have access to the Internet 
through smartphones and other 
mobile devices—we also should be 
teaching parents and teachers as 
well. I’ve often responded to the 
question from parents “Is the device 
secured or filtered?” with “Yes, 
while your student is at school.” 
When at school, students’ Internet 
access is filtered based on CIPA 
stipulations, but once students leave 
a school’s network their Internet 
access is limited only by the filters—
if any—on the next available Internet 
connection. These connections 
(in coffeehouses, restaurants, 
stores, homes, etc.) may have very 
different filtering capabilities than 
the school network, and often have 
few or no restrictions. As schools 
deploy mobile platforms, school 
librarians have an opportunity 
to expand their audience by also 
teaching parents and classroom 
teachers lessons on digital safety and 
citizenship. This instruction can 
be accomplished online through 
ongoing communication via e-mails, 
e-newsletters, and posts on personal 
and school webpages and blogs and 
delivered face-to-face at meetings 

attended by parents and by teachers 
and administrators.

Each year teachers hear about many 
new apps and websites and are eager 
to use the new resources they’ve 
seen at conferences, read about 
on educational blogs, discussed 
with fellow teachers, and seen in 
magazines and journals. Although 
we don’t want to stand in the way 
of innovation and creativity in 
teaching, school librarians may 
often be the people responsible 
for reviewing app and website 
privacy information and for 
educating teachers on best practices 
for complying with the policies. 
The one policy that has become 
particularly relevant in the BYOD 
or 1:1 environment is making sure 
that minors’ personal information 
is not collected and disseminated 
without their (and their parent/
guardian’s) consent.

What Information Do Websites 
Collect?
Not only do school districts need 
to be concerned about protecting 
minors using district Internet 
connections, but they also need to 
be concerned about teachers and 
students using apps and websites 
beyond district firewalls but while 
using school-designated mobile 
devices. How websites collect 
information and how they make 
the general public aware of what is 
collected is part of the Children’s 
Online Privacy Protection Act 
(COPPA). COPPA was enacted in 
2000 and amended July 1, 2013 and 
states:

The primary goal of COPPA is 
to place parents in control over 
what information is collected 
from their young children 
online. The Rule was designed 
to protect children under age 
13 while accounting for the 
dynamic nature of the Internet. 

Aside from 
teaching 
Internet 
awareness to 
our students of 
all ages—many 
elementary 
school students 
have access 
to the Internet 
through 
smartphones 
and other 
mobile devices—
we also should 
be teaching 
parents and 
teachers as well. 
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in the event that these sites sell their 
user lists, marketers or other third 
parties may also send unsolicited 
e-mails to students’ addresses. 
Parents have a valid fear that their 
children will receive e-mails 
about ideas, items, and people 
that the parents would consider 
in opposition to their beliefs or 
preferences. We, as educators, can 
help guide teachers so that they 
understand the privacy information 
on websites and can choose and 
manage use of websites that are 
appropriate for their students’ use.

Are Your Students Over or 
Under Age 13?
Based on COPPA, every website 
must provide information about 
age restrictions, as well as about 
what personal information is 
collected from users and how the 
website’s owner may use or sell that 
information (FTC 2015). This 
information is usually found at the 
very bottom of the website through 
a link called “privacy.” The privacy 
section defines who can access the 
website and what age the website 
is appropriate for based on the 
information the website can collect 
about users. This is where the 

question of students’ ages becomes 
relevant to the discussion. Most 
websites have a cutoff age of thirteen, 
meaning that users over the age 
of thirteen can use the site freely 
and may need to create an account 
to do so. When stipulated by the 
website, children under the age 
of thirteen may either be barred 
altogether from using the website 
or be required to get consent from 
a parent, guardian, or teacher. The 
specific wording about who can 
give consent is different for every 
website, making decisions about 
who can use websites—and how—very 
confusing. Although educators and 
students are using these websites 
and apps for educational purposes, 
there currently isn’t a “fair use” 
equivalent for websites; each website 
and app has its own specific written 
policies that must be followed when 
the site or app is used. A general 
rule to follow for websites and apps 
is to suggest that students (especially 
those under age thirteen) should 
not be asked to create accounts for 
websites. If students must create an 
account to use the website, collect 
written consent from their parents 
or have students create the accounts 
at home under parents’ supervision.

The Rule applies to operators 
of commercial websites and 
online services (including 
mobile apps) directed to 
children under 13 that collect, 
use, or disclose personal 
information from children, and 
operators of general audience 
websites or online services 
with actual knowledge that 
they are collecting, using, or 
disclosing personal information 
from children under 13. The 
Rule also applies to websites 
or online services that have 
actual knowledge that they are 
collecting personal information 
directly from users of another 
website or online service 
directed to children. (FCC 
2015; FTC 2015)

Although identity theft is a valid 
fear, many websites that comply 
with COPPA do not ask for specific 
personal information (address, 
birthdate, Social Security number, 
etc.) when students sign up for a 
website. Even though these websites 
do not ask for personal information, 
many do request an e-mail address 
and the child’s first and last names. 
Websites can use this information 
to market to the e-mail address and, 

A general rule to follow for websites and 
apps is to suggest that students (especially 
those under age thirteen) should not be 
asked to create accounts for websites. If 
students must create an account to use the 
website, collect written consent from their 
parents or have students create the accounts 
at home under parents’ supervision.
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Some websites allow teachers to 
create a class account and give 
students either a link or a passcode 
to access the teacher’s information. 
When using these websites, many 
require that a first name or last 
name be entered and, possibly, an 
e-mail address before a student can 
participate. In this case, it would 
be advisable to use unidentifiable 
names for students (e.g., animal 
names, superheroes, numbers, etc.) 
rather than having students enter 
their personal information. Ele-
mentary and middle school teachers 
may need to be educated on which 
websites have age requirements for 
their students, while high school 
teachers (with students over the age 
of thirteen) should be generally 
aware of the privacy policies. After 
reviewing the privacy policies, 
teachers may opt to avoid websites 
that require providing e-mail 
addresses along with other personal 
information to access a class account.

Ratings for Apps?
Many websites teachers use also 
have apps that can be downloaded 
from iTunes or Google Play. Apps 
have ratings: age ratings at iTunes 
and a four-tiered rating system 
at Google Play. These ratings may 
be confusing and, at times, mis-
leading when using them with 
students. The app ratings seem to 
be based on content rather than 
the age stipulation in the website 
privacy policy. Although an app may 
have a rating of 4+ or E (because 
generally the content in the app is 
open for all ages), the policy of the 
website accessed via the app may still 
stipulate that students under the age 
of thirteen need parental consent 
before using the application. Both 
Apple and Google provide a link 
to the website for which the app 
provides access; before using the app 
for education the reviewer should 
read and be willing to comply with 
the policy that is stipulated in the 
website privacy section.

Figure 1. Sample 
website review 
checklist.
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The advent of more mobile devices 
that allow students to download 
apps and access websites and the 
devices’ use in schools has made 
parents and school districts more 
aware of the importance of keeping 
our children safe while they are 
online. The Web was initially 
used by companies to market their 
services and merchandise, but it has 
grown to be our main source of all 
information. As school librarians 
we are cognizant of copyright and 
fair use laws and teach students 
how to appropriately reference 
other’s materials. But this is a new 
age of responsibility, and school 
districts are looking for someone 
to teach digital citizenship and 
social responsibility when using the 
Internet. It isn’t an easy position to 
be in; teachers want to use apps for 

student choice and creativity and to 
collect data, but they may forget to 
review privacy notifications. School 
librarians may suggest guidelines on 
how teachers should review and use 
apps, but like copyright suggestions, 
the final decision on whether 
these suggestions are acted upon 
is left in the hands of principals 
and individual teachers. School 
librarians in elementary and middle 
schools should be aware of both 
CIPA and COPPA rules and know 
where to find the age limitations for 
any website and the associated app. 
Two suggestions to assist teachers 
(and students) when they request 
help with websites and apps would 
be to provide an online form with 
guidelines about what to review 
to avoid compromising students’ 
privacy; see figure 1 for a sample.

Also, a school librarian can curate 
and provide a list of commonly used 
websites and provide links to the 
privacy sections. 

School librarians must be ready 
to answer the question “Can I use 
this app (or website) for my class?” 
Librarians must stay current as new 
websites and apps emerge so we can 
assist teachers in their decisions on 
whether to use the new resources. 
Helping to keep our students safe 
in the online realm is becoming 
a paramount responsibility, and 
by understanding the rules of 
CIPA and COPPA librarians can 
help lead our schools and parents 
as they confront this sometimes 
overwhelming task.
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School librarians in elementary and 
middle schools should be aware of 
both CIPA and COPPA rules and know 
where to find the age limitations for 
any website and the associated app. 
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Choose Privacy Week (CPW) 
is an annual observance 

sponsored by ALA’s Office for 
Intellectual Freedom (OIF). 
Begun in 2009, CPW’s purpose 
is to encourage a national 
conversation to raise awareness of 
the growing threats to personal 
privacy online and in day-to-day 
life.

In 2016 Choose Privacy Week 
will be observed May 1–7, and the 
theme is respecting individuals’ 
privacy, with an emphasis on 
minors’ privacy. Using the 
tagline “Respect me, respect 
my privacy,” CPW activities will 
include one blog post mounted 
daily on the CPW website 
<https://chooseprivacyweek.
org> throughout the seven days 
and a webinar. Scheduled for 
mid-March 2016, the webinar will 
provide attendees with ideas for 
organizing educational privacy 
activities in their schools and 
libraries. Want to observe CPW but 
don’t know how to start planning? 
Go to the CPW homepage and 
click “Resources” below the website 
banner. Among the programming-
related resources you will find is a 
free downloadable CPW resource 
guide.

A plethora of issues relating to 
minors’ privacy in education are 
of concern to school librarians. 
For example, in September 
2015 a Florida school district 
implemented a portal for parents 
and guardians to check remotely 
on what their K–12 children 
and young adults (and wards) 
had checked out from their 
schools’ libraries. On the Choose 
Privacy Week website you can 
read the response coauthored 
by two members of the ALA 
Privacy Subcommittee; see 
<https://chooseprivacyweek.org/
watching-what-students-read-in-
the-school-library>.

In 2014 the Data Quality 
Campaign and the Consortium 
for School Networking worked 
with other national education 
organizations to create ten 
data privacy principles for 
using and protecting students’ 
personal data in schools. The 
principles have been endorsed 
by many professional education 
associations, including A ASL. 
The principles include common-
sense concepts such as:

Students’ personal 
information should only 
be shared, under terms or 
agreement, with service 
providers for legitimate 
educational purposes; 
otherwise the consent to share 
must be given by a parent, 
guardian, or a student, if that 
student is over 18.

Educational institutions, 
and their contracted service 
providers with access to 
student data, including 
researchers, should have 
clear, publicly available rules 
and guidelines for how they 
collect, use, safeguard, and 
destroy those data. (Student 
Data Principles n.d.)

Read the complete set of 
ten principles at <http://
studentdataprinciples.org/
the-principles> and share your 
knowledge with colleagues.

In the last two years state 
legislatures across the country 
have been introducing and 
passing student data privacy laws 
that restrict the use of students’ 
data by online third-party service 
vendors and also require security 
of that data. California’s Student 
Online Personal Information 
Protection Act (SOPIPA) is 
considered a model, and other 

states are adapting and adopting 
sections of it. As part of this trend, 
increasingly districts are being 
required to protect their students’ 
data by creating a data-governance 
policy and providing staff training 
(Data Quality Campaign 2015). 
This information is important for 
school librarians because it may 
affect vendor contracts and how 
student data is handled.

Resources
Where can you go for resources 
on minors’ privacy? The Choose 
Privacy Week website <https://
chooseprivacyweek.org/students-

THE CHOOSE 
PRIVACY WEEK 
THEME OF  
RESPECTING 
PRIVACY, 
ESPECIALLY  
THE PRIVACY 
OF MINORS, 
COMES AT A 
CRITICAL TIME  
FOR SCHOOLS  
AND LIBRARIES.
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and-minors-privacy> has a 
lengthy list of links to federal and 
state privacy legislation, scholarly 
articles, privacy principles and 
policy statements, and privacy 
news. The website also publishes 
blog posts throughout the year in 
response to specific events and 
issues.

How can you teach students 
of all ages to protect their 
personal information and 
privacy? In November 2015 
iKeepSafe (aka the Internet 
Keep Safe Coalition), a 
nonprofit international alliance, 
announced availability of its 

“Privacy K–12 Curriculum Matrix” 
<http://ikeepsafe.org/privacy-
k-12-curriculum-matrix>. A 
downloadable copy of the 
curriculum is available free and 
includes suggested activities to 
spark lively discussions, helping 
students develop skills needed 
to make choices about gray-area 
privacy dilemmas rather than 
focusing only on specific right 
and wrong actions.

The iKeepSafe website also 
includes a resource-rich section 
for educators <http://ikeepsafe.
org/educators> with links to help 
school librarians and classroom 
teachers understand privacy-
related federal laws (such as 
the Family Educational Rights 
and Privacy Act and Children’s 
Online Privacy Protection Act), 
the critical nature of keeping 
student data confidential and 
secure, and resources on digital 
citizenship.

The Choose Privacy Week theme 
of respecting privacy, especially 
the privacy of minors, comes 
at a critical time for schools 
and libraries. The lack of 
respect for students’ privacy in 
reading choices evidenced by 
technology-enabled monitoring is 

discouraging, as is the widespread 
use of easily collected student 
data far beyond original intended 
purposes. Fortunately, there is 
growing acknowledgment of a 
need to protect the burgeoning 

amount of students’ data in 
schools. By being knowledgeable 
about protecting students’ privacy, 
school librarians can advocate for 
their students and help districts 
to make the right choices.
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Introduction
Forsyth County Schools (FCS) is a 
rapidly growing school district just 
north of Atlanta, Georgia. It has 
approximately 45,000 students 
and is one of the top-ranked 
school districts in the state with a 
graduation rate of 94 percent and 
test scores to match this excellent 
graduation rate. The district has 
long been known as a leader in the 
area of educational technology. 
It has been a Bring Your Own 
Technology (BYOT) system for 
approximately ten years and was 
one of the first systems to have 
interactive whiteboards installed in 
every classroom. Roughly two years 
ago FCS decided to formally adopt 
Google Apps for Education as one 
of the many digital resources that 
it offers its students. Google Apps 
for Education (GAFE) is a widely 
used service offered by Google to 
school districts for free. In addition 
to e-mail, Google offers its suite of 
productivity tools including Docs, 
Sheets, and Slides and unlimited 

storage in its cloud-based service 
known as Google Drive.

Prior to adopting GAFE, FCS had 
allowed various teachers and schools 
around the district to use GAFE, 
even though the service had not 
been formally adopted. This use on 
an individual or school-wide basis 
came about because of a change 
in FCS technology leadership 
and because of the inconsistent 
and siloed use of GAFE around 
the system. The piecemeal use 
of this resource suite meant that 
one of GAFE’s greatest strengths, 
collaboration, could not be fully 
realized across the district. It also 
meant that the district and its 
students were potentially vulnerable 
if GAFE was misused. Central to 
this vulnerability was the potential 
compromise of student privacy. How 
FCS went about mitigating risk 
in this area for the district and its 
students is the subject of this article.

Planning, Planning, 
Planning
Of course, planning is central to 
the implementation of any new 
initiative. As mentioned previously, 
GAFE was allowed to take hold 
and grow organically in the system. 
Therefore, one of the FCS starting 
points was to find out how its 
own schools were already using 
GAFE for instruction. Getting 
this information was critical to 
making sure that the policies and 
procedures implemented at the 
district level did not adversely affect 
teachers’ instructional workflow 
while at the same time ensuring 
student privacy. Assessing how 
GAFE was being used in the schools 
was also a part of the planning 
process for implementation district 
wide.

O n e  o f  t h e  c h a l l e n g e s  t h a t 

e d u c a t i o n a l  t e c h n o l o g y 

d i r e c t o r s  f a c e  w h e n  a d o p t i n g 

G A F E  i s  t h e  p e r c e p t i o n  t h a t 

G o o g l e  m i n e s  s t u d e n t  d a t a 

f o r  a d v e r t i s i n g .
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A critical part of FCS’s academic 
success is strong support from 
parents and the community. Many 
members of this educationally 
focused community work in the 
information technology field; 
they are not strangers to the issues 
surrounding data privacy. With 
that parental awareness in mind, 
FCS had to ensure that Google’s 
stance on data privacy was in line 
with community expectations. The 
leadership at FCS spent a great deal 
of time surveying other districts 
to help determine the policies and 
procedures being used to protect 
student privacy. One Georgia 
district that was consulted had 
been using GAFE for several years 
and is an established model of the 
successful adoption of GAFE. A 
second district, which is out of state, 
was also consulted as they were in 
the process of a major Chromebook 
adoption and had extensive 
experience with GAFE. In addition, 
the district hired a consultant to 
come in and assist with setting up 
the district dashboard. During this 
process the consultant could ensure 
that the settings were properly 
configured in the dashboard 
and could then make additional 
recommendations to staff about ways 
to improve the security of the system.

Google’s Stance on Privacy
One of the challenges that 
educational technology directors 
face when adopting GAFE is the 
perception that Google mines 
student data. In this interconnected 
world this is a legitimate concern 
that is complicated by Google’s use 
of user data to display advertising 
when people take advantage of 
Google’s free and publicly available 
services such as Gmail. Of course, 
any district should carefully review 
any agreement it signs with a 
vendor to determine if student data 
could be subject to illegal mining. 
After careful review of the GAFE 

agreement, FCS is confident 
that no student data is being 
used for anything other than 
educational and usability 
purposes. FCS will continue to 
monitor GAFE’s use of data as 
it does with all digital resources 
used by the district.

In December 2015 Jonathan 
Rochelle, Director of Google 
Apps for Education, posted an 
overview of Google’s stance on 
student data privacy (see <http://
googleforeducation.blogspot.
com/2015/12/the-facts-about-
student-data-privacy-in.html>). 
Basically, GAFE does not collect 
any student data for the purpose 
of resale, advertising, or sharing 
with any entity outside of the 
district. Data is collected to 
improve usability and create an 
experience for the student that 
reduces focus on technology 
and increases focus on learning 
and collaboration. The example 
given in the article was the use 
of Chrome Sync to provide 
students with easy access to all 
of their tools and resources. 
Without this tool precious 
instructional time would 
be spent in the classroom 
working on the technology 
rather than learning and 
creating. The article 
concludes by stating 
that the school system 
has full control 
over the use of these 
features and whether 
or not they are being 
used. It is important 
to re-emphasize that it 
is critical for any school 
system contemplating 
adoption of any digital 
resource to review all 
agreements and ensure that 
any user data collected is used 
only to facilitate instruction 
and conforms with community 
expectations.
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Implementation
When Forsyth County Schools 
began the implementation, several 
schools around the district were 
pilot sites. These pilots were used to 
determine not only security settings 
but also to fine-tune settings in the 
GAFE administration site. Based 
on all of this planning, FCS made 
several decisions about student 
access to GAFE. First, with the 
exception of e-mail, core GAFE 
services (Docs, Sheets, and Slides) 
would be made available to everyone 
in the district. E-mail services 
would be made available only to 
high school students and only 
within GAFE. This means that 
high school students cannot use 
their GAFE accounts to e-mail 
anyone outside of the FCS domain. 
It is important to note that FCS 
already uses a learning management 
system (its learning) for messaging 
services; therefore, the focus of 
GAFE implementation has been on 
collaboration rather than messaging.

FCS also allows the use of Google 
services such as Hangouts and 
Classroom to meet the instructional 
needs of the district’s educators 
and students. At each school, the 
instructional media specialist 
(IMS) and instructional technology 
specialist (ITS) make local 
decisions about issues such as how 
Chromebooks will be assigned 
and what applications will be 
made available to their school 
community. The IMS/ITS team 
also helps teachers and students with 
implementation and training.

As with any technical system, 
consistent—and continuing—
monitoring and adjustments are 
necessary to meet the instructional 
needs of the schools while ensuring 
that privacy is maintained. To help 
make future decisions about GAFE, 
FCS has charged the system media 
committee with the review of policies 
and procedures so that members 
can make recommendations to 
the technology department. This 

process not only gives the technology 
department better guidance but also 
promotes stakeholder buy-in and 
communication about technology 
and its use in the district.

FCS has also implemented a 
Responsible Use Policy (RUP) 
instead of an Acceptable Use Policy 
(AUP). The distinction is subtle 
but important, since the RUP does 
not try to closely define all of the 
situations that might arise from 
irresponsible use of technology 
and then enumerate consequences 
for violating the policy. Instead, it 
broadly defines the responsible 
use of technology and puts the 
responsibility for appropriate use of 
technology on the user. To see FCS’s 
RUP visit <www.forsyth.k12.ga.us/
Page/40831>.

FCS recently finished a general 
system-wide security audit and, at 
the time of this writing, is in the 
process of doing a security audit 
specifically for GAFE. Again, given 

N o t  o n l y  s h o u l d  w e 

p r o v i d e  s t u d e n t s  w i t h 

a c c e s s  t o  r e s o u r c e s , 

b u t  w e  m u s t  a l s o 

e d u c a t e  t h e m  a b o u t  h o w 

t o  u s e  t h o s e  r e s o u r c e s 

e f f e c t i v e l y  a n d  s a f e l y . 
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the rapid rate at which technology 
changes, periodic audits to find and 
mitigate security vulnerabilities 
are critical. A good security audit 
not only makes technical recom-
mendations about vulnerabilities 
but also helps the organization look 
at policies and procedures that can 
themselves create security vulner-
abilities. Historically, technology 
departments have tended to make 
decisions that may mitigate security 
vulnerabilities but may also have 
a negative impact on workflow and 
instruction. It is important that 
the stakeholders in the organiza-
tion have a voice in deciding how to 
respond to security vulnerabilities 
and decide what risks are acceptable 
and which are not in an increas-
ingly connected instructional 
environment.

Balance Is the Thing
With all of the current concerns 
about data breaches, it would 
be easy to fall back on familiar 
models of instruction that have 

proven safe in the past. If these 
models were taken to their logical 
conclusion, then no computer 
should be networked and no 
instructional resources we 
provide for our students should 
be web-based. Unfortunately, 
our students do not live, nor will 
they work, in this type of insular 
world, and so it is our responsi-
bility to leverage the power of a 
connected instructional envi-
ronment to help them succeed 
now and in the future. Not only 
should we provide them with 
access to resources, but we must 
also educate them about how to 
use those resources effectively 
and safely. When conforming 
with a mandate that all districts 
put an Internet safety program 
into place, we would do a huge 
disservice to our students if we 
just filter content and not help 
our students understand how to 
safely use the Internet. From my 
perspective, it is the responsibil-
ity of the school librarian to take 
the lead in this area.
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As anyone who works with today’s 
teens knows, many teenagers 

spend hours each day interacting 
on social media. And as anyone 
who follows the popular media 
also knows, adults can be quick to 
condemn teens for sharing personal 
information online. Sadly, few of 
these discussions about popular 
media are based on accurate 
understandings of teens’ behaviors 
with social media, and even fewer 
take into account teens’ ideas of 
online privacy and safety.

With the goal of understanding 
teens’ perspectives, we undertook 
a study of high school students’ 
online privacy and safety opinions 
and behaviors. Funded by a 
2014 ALISE/OCLC Library and 
Information Science Research 
Grant, we worked with ninety-
eight senior-year students in two 
U.S. high schools. Forty-six young 
women and fifty-two young men 
were in the participating group. All 
ninety-eight students completed 
questionnaires about their digital 
device ownership, Internet/Web 
access, and social media use. The 
students also took part in hour-long 
focus group interviews.

Based on the survey responses, 
we learned that this was a highly 
connected group of students with 

high social media participation. 
Ninety-three percent owned a 
laptop or desktop computer, as 
compared to the U.S. teen average 
of 80 percent computer ownership 
(Pew 2014). Our students also had 
higher than average cell phone 
ownership, at 98 percent compared 
to the national teen average of 78 
percent. Their social media use was 
closer to the national average of 
81 percent, with 87 percent of the 
students in our study using social 
media at least once a week.

In thinking about teens and online 
risks, school librarians need to 
know researchers generally agree 
that, despite the popular image of 
pedophiles and criminals lurking 
online waiting to harm innocent 
young people, in reality social 
media use is only about as risky as 
most everyday social interactions in 
the offline world (Agosto and Abbas 
2013). Based on our research and 
guided by suggestions from the teens 
themselves, we have created two sets 
of guidelines for helping school 
librarians, teachers, and other 
concerned adults teach students how 
to become safer social media users. 
The first set of guidelines is called 

“Best Practices for Teaching Teens 
to Become Safer, Smarter Social 
Media Users.” It presents eight 
educational strategies that school 
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librarians, classroom teachers, and 
other educators can use to increase 
the effectiveness of online safety 
education. In the second set of 
guidelines, “10 Simple Tips for 
Safer Social Media Use,” we offer 
easy recommendations for teens 
themselves to follow online. Visit 
<https://onlineprivacysafetyteens.
wordpress.com> to learn more about 
this project and for online versions 
of these guidelines that you can 
share via social media with teachers, 
librarians, parents, and teens, and 
print to display in your library.

Best Practices for Teaching 
Teens to Become Safer, 
Smarter Social Media Users
Based on our research with teens 
across the U.S., we recommend the 
following guidelines for improving 
the quality of formal and informal 
online safety education in libraries 
and schools.

1. Teach Teens about Risk-Benefit 
Analysis

Social media use 
can provide teens 
with a range of 
social, emotional, 
and cognitive 
benefits, but the 

popular media often characterize 
Facebook, YouTube, Twitter, etc., as 
places where young people engage 
in a wide range of unsafe activities. 
In reality, the risks of social media 
use are about equal to the risks of 
most offline public activities, such 
as going to the mall. Adults should 
teach teens to become thoughtful, 

reflective social media users and 
to consider the possible benefits 
and harms of their actions before 
posting anything online. Instead of 
dismissing the entire social media 
world as frivolous and dangerous, 
providing teens with a balanced view 
shows them that you respect their 
desire to interact online and that 
you trust in their ability to become 
responsible users.

2. Build on Strong Adult-Teen 
Relationships

Teens respond 
best to lessons 
and advice from 
adults they trust, 
especially when 
dealing with 

sensitive issues such as online 
privacy and safety. This is especially 
important in larger libraries and 
schools, where technology specialists 
might have strong knowledge of 
best practices, but they might not 
have trusted relationships with all 
of the teens they serve. Adults who 
lack these trusted relationships can 
work together with teen librarians, 
homeroom teachers, and others who 
work with the target audiences on a 
daily basis to coteach online safety 
lessons.

3. Offer Hands-On Lab Sessions 
and Live Demonstrations

In our work in 
several high schools 
across the country, 
students have told 
us that online 
safety curricula are 

often delivered in the form of stock 

videos about the potential harms of 
the Internet. They say they would 
find hands-on, interactive online 
sessions a more engaging, more 
compelling, and more effective 
way to learn. Even teens with 
considerable online experience 
and several existing social media 
accounts have much to learn 
about selecting privacy and safety 
settings, guidelines for intelligent 
information sharing and reuse, 
and more.

4. Avoid Scare Tactics; Frame 
Lessons in Positive Terms

Students also 
dislike the 
negative terms 
in which school 
curricula often 
frame social media 

use, suggesting that all social media 
use is dangerous, or that nearly any 
social media use can be construed 
as cyberbullying. Students tend to 
react negatively to scare tactics and 
threats and to perceive negative 
framing as school administrators’ 
efforts to protect themselves from 
lawsuits and other possible negative 
ramifications of students’ risky 
behaviors. Framing lessons in 
positive terms sends the message 
of genuine concern for teens’ 
well-being and sincere interest in 
teaching them to become better-
educated users.

5. Use Personal Stories/
Testimonials

Students we 
have worked 
with also tell us 
that personal 
testimonials, 
especially 

stories from fellow students or 
trusted adults who have had risky 
encounters online, are much more 
effective in teaching them about 
the potential dangers of careless 
online behaviors than lessons 

Few of these discussions about popular media are based on accurate 

understandings of teens’ behaviors with social media, and even 

fewer take into account teens’ ideas of online privacy and safety.
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delivered via videos, lectures, or 
other less personal means. Schools 
and libraries can poll staff members 
to find volunteers to tell their 
personal stories or look to teens 
themselves for meaningful stories 
to share.

6. Take Advantage of Teachable 
Moments/Incidents

Just as personal 
connections make 
lessons more 
meaningful and 
have a stronger 
impact on teens, 

taking advantage of teachable 
moments and incidents as they occur 
in real time also impresses upon 
teens the real-life implications 
of online safety. For example, at 
one school where we conducted 
research a student had been caught 
hosting a social media account 
for posting cruel comments about 
other students. Rather than using 
the incident as a springboard for 
school-wide discussions about the 
appropriate use of social media 
and the effects of posting negative 
comments about others online, 
the school expelled the student 
and barred the student body from 
discussing the incident in school, 
losing out on a potentially valuable 
teaching opportunity, as well as an 
opportunity to promote community 
healing. 

7. Be a Social Media Role Model
Students we 
worked with 
reported that 
their parents 
or teachers did 
not know how 

to “properly use” social media, 
oftentimes not following the best 
practices of each social media 
site. They also complained that 
schools restricted their use of 
social media, yet some teachers 
had circumvented the restrictions 
by creating their own sites for 
homework help or for posting class 
assignments and schedules. Teens 
can be confused by the mixed 
messages this practice is sending. 
Parents and teachers should review 
the best practices of the social 
media sites being used by teens and 
work with librarians to develop 
ways to integrate social media into 
positive learning experiences. In 
addition, parents, teachers, and 

librarians should routinely work 
with school administrators to review 
current online use agreements 
to determine if there are ways to 
permit student use of social media in 
positive educational contexts.

8. Favor Education over Restriction
Lastly, banning 
teens entirely from 
social media might 
seem like a way to 
keep them from 
experiencing risk, 

but doing so deprives them from 
participating in an important part of 
youth culture, and many teens will 
still find ways to use social media. It 
is much more beneficial and realistic 
to teach teens best practices and 
to help them to become educated, 
intelligent social media users, 
preparing them to be successful 
digital citizens now and throughout 
their future lives.

While social media 

use is safe for the most 

part, it comes with an 

element of risk, as does 

almost any form of 

human interaction—

online or offline.

45Volume 44, No. 4  |  March/April 2016

All materials in this journal subject to copyright by the American Library Association 
may be used for the noncommercial purpose of scientific or educational advancement 

granted by Sections 107 and 108 of the Copyright Revision Act of 1976. Address 
usage requests to the ALA Office of Rights and Permissions.



10 Simple Tips for Safer 
Social Media Use
While social media use is safe for the 
most part, it comes with an element 
of risk, as does almost any form 
of human interaction—online or 
offline. School librarians can teach 
teens the following ten simple tips 
for increasing their online privacy 
and safety.

1. Limit Information Sharing  
via Privacy Settings

Not only are many 
teens unaware that 
they can change 
the privacy and 
security settings 
on their social 

media accounts, few read the 
available options in full. Careful 
reading and selection of the strictest 
acceptable settings is one of the 
easiest ways to limit your personal 
information sharing. In addition to 
careful initial selection, periodic 
review of your account settings is 
important, as available options 
change frequently. (However, even 
the strictest privacy settings can’t 
provide complete protection, and 
responsible use is still necessary.) 
Note that privacy settings vary from 
site to site, making it important 
to read and periodically review 
the policies and options for each 
different site.

2. Withhold Optional Personal 
Information

Many sites ask for 
your real name, 
phone number, 
physical address, 
and other personal 
information, but 

they do not require it in order to 
use their services. When possible, 
refrain from providing any optional 
personal or other identifying 
information to protect your privacy 
as much as possible and to limit the 

amount of personal information 
that service providers can collect 
about you.

3. Use Pseudonyms or Alternate 
Required Personal 
Information
In addition to 
withholding 
optional 
information, 

using pseudonyms or alternate 
information is another method of 
limiting your personal information 
online. When personal information 
such as their real name is required 
to create an account, many teens 
use pseudonyms such as nicknames, 
middle names, or made up names to 
keep their identities private. Only 
friends who know their pseudonyms 
can find them online and access 
their personal content. When a 
phone number is required, many 
teens use their house landline 
numbers instead of providing 
personal cell numbers.

4. Limit Online Friends/Fans
Although it can 
be tempting to 
gather hundreds 
or evens thousands 
of followers, the 
risk of someone 

capturing and misusing your 
personal information increases as 
the size of your audience increases. 
Policies such as limiting your 
friends to people you know in the 
offline world or limiting your 
friends to friends of people you 
know in the offline world, can help 
keep the size of your social media 
account audiences reasonable.

5. Think of the General Public  
as Your Audience

Social media 
environments 
might feel as if they 
are intimate, but 

sharing in social media is never 
truly private, even if you limit the 
audiences that can see what you 
post. A good way to avoid over-
sharing personal information is 
to think of the general public—not 
just the person or people you are 
aiming your messages at—as your 
audience. If you wouldn’t feel 
comfortable saying something to 
a group of strangers or sharing a 
photo or video in public, then you 
shouldn’t do it on social media.

6. Consider the Possible 
Consequences before Posting 
Information Online

It might seem 
funny today to 
post a picture 
of yourself in 
your underwear 
or acting wild at 

a party, but before posting these 
kinds of pictures or any other 
personal information online, ask 
yourself, “Is this something I 
want people to be able to see in 
five years? In ten years? Is this 
something I want potential colleges 
or employers to see?” As a rule, if 
you hesitate or feel unsure about 
sharing something, don’t do it.

7. Remember that Anything You 
Post Will Stay Online Indefinitely

Even if you delete 
that embarrassing 
picture, post, or 
video, chances are 
it will stay online 
somewhere. It 

might be saved by the social media 
service you posted it to, or captured 
by a search engine, or copied—
without your knowledge—by one 
of your friends or followers. This 
means that before posting anything 
online, it’s important to consider: 

“Do I want this to be available on 
the Internet for the rest of my life?”
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8. Monitor Your Online Content
It’s a good idea to 
periodically Google 
yourself and to 
review your account 
profiles to see what 
personal informa-

tion others can readily access about 
you. You might find that informa-
tion you had thought you had limited 
is being widely shared, which might 
lead to changing your sharing 
practices.

9. Change Passwords Frequently
You should change 
your passwords for 
your social media, 
online shopping, 
phone, and other 
networked accounts 

every few months. It’s also important 
to use different passwords for each. 
That way, if someone does obtain one 
of your passwords, the person will be 
able to access only the one account…
not your entire online life.

10. Use Common Sense Online
Above all, use common 
sense. If posting 
something seems like it 
might be a bad idea, it 
probably is. If you feel 
uncomfortable in an 

online environment, then leave. If you 
feel yourself hesitating before adding 
someone to your group of friends or 
followers, then don’t do it. Simple 
common sense can be your best defense 
against possible negative consequences 
of social media use.
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Simple common 

sense can be your 

best defense against 

possible negative 

consequences of 

social media use.

Works Cited:

Agosto, Denise E., and June Abbas. 
2013. “Youth and Online Social 
Networking: What Do We Know So 
Far?” In The Information Behavior of a 
New Generation: Children and Teens in 
the 21st Century, edited by Jamshid 
Beheshti and Andrew Large, 117–41. 
Lanham, MD: Scarecrow.

Pew Research Center. 2012. “Teens 
Fact Sheet.” <www.pewinternet.
org/fact-sheets/teens-fact-sheet> 
(accessed March 10, 2015).

10

47Volume 44, No. 4  |  March/April 2016

All materials in this journal subject to copyright by the American Library Association 
may be used for the noncommercial purpose of scientific or educational advancement 

granted by Sections 107 and 108 of the Copyright Revision Act of 1976. Address 
usage requests to the ALA Office of Rights and Permissions.



Lisa Cheby
lec2937@gmail.com

SHIFTING  
FROM BABY  

BIRD SYNDROME  
TO CURIOUS CAT  

CRITICAL THINKING

SEARCH
STRATEGY
INSTRUCTION

ARTICLE

48 Knowledge Quest  |  Student Privacy in the Age of Big Data

All materials in this journal subject to copyright by the American Library Association 
may be used for the noncommercial purpose of scientific or educational advancement 

granted by Sections 107 and 108 of the Copyright Revision Act of 1976. Address 
usage requests to the ALA Office of Rights and Permissions.



What’s the Problem?
A colleague once described her 
frustration with students’ lack of 
initiative and curiosity as what we 
came to call “baby bird syndrome”: 
the desire of students, after years of 
teaching-to-the-test mentality, to 
wait to be fed answers rather than 
risk engaging in individual thinking. 
And it wasn’t just us feeling tired 
and complaining at the end of a 
long day. Surveys of high school and 
college students show they lack basic 
research and critical-thinking skills 
(Maniotes and Kuhlthau 2014; Katz 
2007; MacGregor and McInnis 
1977). In 2007 a report from the 
Education Testing Service (ETS) 
found that students’ know-how in 
using technology for entertainment 
did not translate into critical-
thinking skills needed for the level 
of information literacy and research 
required for success in academics 
(Katz 2007, 35). For example, only 
35 percent of the students in the 
study could accurately narrow a 
search that was too broad, and only 
50 percent could apply strategies to 
refine searches in large databases 
(Katz 2007, 36). In addition to the 
basic research skills the ETS survey 
found lacking, Leslie K. Maniotes 
and Carol C. Kuhlthau recently 
cited a 2010 survey by Jean Donham, 
noting how college students lacked 
the ability to initiate inquiry, to cite 

evidence properly, and to display 
“curiosity, open-mindedness, self-
reliance, and perseverance” (2014, 
15). Is it possible to teach curiosity, 
to make curious kittens out of baby 
birds?

Why So Much Focus on 
Product, Not Process?
Like Maniotes and Kuhlthau, 
Debbie Abilock (2015) has advocated 
for a new pedagogy around research 
that focuses on process rather than 
product. The traditional way of 
teaching research often lacks actual 
information-literacy instruction 
and, thus, fails to teach students 
how to be independent researchers. 
Traditional research instruction 
usually consists of providing a topic 
and a list of requirements followed 
by the briefest of explanations on 
how to use library resources to find 
the required information (Maniotes 
and Kuhlthau 2014, 9). Maniotes 
and Kuhlthau noted one reason may 
be that the research process is not 
covered in most teacher education 
programs; as a result, teachers fail 
to allow time for students to engage 
in the natural research process 
of identifying “a clear question to 
pursue” and exploring that question 
to the development of a thesis (2014, 
9). The other reason is simply time. 
I must negotiate with teachers at 

my school to give me more than ten 
minutes to teach research strategies. 
The result is a paper in which 
students simply assemble some 
quotes and facts they scrambled 
together to complete the page and 
citation requirements (Maniotes 
and Kuhlthau 2014, 10).

This is not a new problem. As far 
back as 1977, John MacGregor and 
Raymond G. McInnis observed 
the frustration students and 
instructors face as they try to keep 
up with content requirements as 
knowledge changes rapidly due to 
advancements in technology and the 
dissemination of information (1977, 
19). Only through shifting the focus 
from answer-finding to inquiry may 
students “discover real questions 
about academic topics” that may 
then “blossom into research” 
(Maniotes and Kuhlthau 2014, 11).

What Can We Do?
From my perspective as a high 
school English teacher and then 
school librarian, I have identified 
a key element of the inquiry 
process that is rarely taught in 
depth: how to develop search 
strategies. Though being able to 
support ideas with evidence was 
always part of English language arts 
writing standards, the Common 
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Core State Standards (CCSS), a 
set of national standards intended 
to—among other goals—address the 
information-literacy gap among our 
youth, have broadened our remit. 
The authors of the CCSS have 
singled out information-literacy 
skills as the focus of standards to 
be included in all subjects. For 
example, Standard 8 for Writing 
for Literacy in History/Social 
Studies, Science, and Technical 
Subjects 6–12 expects students to 
be able to use advanced searches 
to find relevant and credible 
sources in a variety of formats to 
address research questions and 
then to use the evidence found in 
properly formatted presentations 
(CCSS Initiative 2014, 46). This 
new emphasis on search strategies 
opens up the opportunity for 
school librarians to collaborate 
with departments and teachers 
on lessons to teach these skills 
explicitly. After deepening my own 
search strategy skills in a course at 
San Jose State University, Online 
Searching with Dr. Virginia Tucker, 
I experienced how teaching search 
strategies is essential to developing 
the dispositions students lack: high-
level questioning, an awareness of 
the structure of knowledge, and 
the perseverance and motivation to 
work through failures. All of these 
skills are required to develop and 

implement a search strategy and 
must be practiced by students to 
prepare them for college and 

careers.

Conducting a strategic 
search starts with being 
able to formulate a 

genuine question (which 
may be different than the 
final thesis). In an article 
for Salon, Ian Leslie wrote 

how search engines, par-

ticularly Google, have led to a 
decline in our ability to ask good 
questions as “the gap between a 
question crystallizing in your mind 
and an answer appearing at the top 
of your screen” continues to shrink 
(2014). We may help students regain 
curiosity by guiding them to shift 
their idea of research from a fact-
finding and presentation exercise 
to a process of inquiry that includes 
gathering and analyzing evidence, 
formulating new understandings, 
and reflecting on the evidence and 
understandings to share the result 
of their inquiry (Abilock 2015, 28). 
Teachers may facilitate this shift 
by redesigning research assign-
ments from “retrieval questions” to 

“essential questions” (Abilock 2015, 
28).

Example of Successful 
Approach
Essential questions ask students 
to engage with the language of 
the question, to work to clarify 
and focus their questions, and to 
consider the breadth of informa-
tion needed to fulfill their curiosity 
(Abilock 2015, 28). For example, 
this semester I worked with an 
English teacher at my school, Karyn 
Buchanan, to teach search strat-
egies to seniors working on an 
interdisciplinary project designed 
and implemented by teachers from 
several disciplines working col-
laboratively as a Humanitas team.1 
The prompt instructs students to 
write an essay that explores how 
economics, history, and family 
relationships influence individual 
success in the August Wilson play 
Fences, which takes place in the 1950s, 
and to compare these influences in 
the 1950s to the role of economics, 
history, and family relationships in 
individual success today. Students 
must first comprehend the prompt’s 

1 To learn more about interdisciplinary  
Humanitas programs, go to  
<www.ascd.org/ASCD/pdf/journals/ed_lead/el_199110_aschbacher.pdf>.

 Is it possible to 

teach curiosity, to 

make curious kittens 

out of baby birds?
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key concepts: economics, history, 
and family relationships, and their 
connection to individual success. 
Next, students must be able to 
recognize that the prompt invites 
them to examine this question 
through both the content of the 
courses (in this case Economics, 
American Government, and 12th-
grade English) and the world today. 
Students must then consider the 
historical content learned as well 
as the characters and actions in the 
play to formulate a specific question 
or hypothesis to pursue. Finally, 
students must figure out what kinds 
of information they must seek (and 
find!) to connect these elements and 
gather enough evidence to prove or 
disprove their hypotheses.

Through the creation of a concept 
map to plan search queries, 
students may work through these 
steps, developing a deeper level 
of engagement with their topics 
by categorizing terms by concepts 
and organizing how those concepts 

may be connected in a query. I 
advise students to create an initial 
search statement and then to choose 
three main concepts to begin. For 
example, they may ask “How did 
economics, history, and family 
relationships influence individual 
success for African Americans in 
the 1950s?” From this starting 
point, students might place three 
concepts from this statement into 
a concept chart like the one below 

              AND

OR

CONCEPT 1 CONCEPT 2 CONCEPT 3

African 
Americans

Economics Segregation

Blacks Employment Discrimination

Black Americans Work Jim Crow

Jobs

Education

that I adapted from one used in Dr. 
Tucker’s course.

Next, students will brainstorm 
other terms to express these 
ideas, maybe narrowing or maybe 
broadening the concepts. In doing 
so, they may activate knowledge they 
know something about and begin 
to refine and deepen their inquiry, 
even if just within the chart, so that 
it may look something like this:

AND

OR

CONCEPT 1 CONCEPT 2 CONCEPT 3

African 
Americans

Economics Segregation
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Finally, by making research 
assignments more about the process 
than the final product, about the 
exploration of essential questions 
rather than retrieving an answer 
(Abilock 2015, 28), room may be 
allowed for uncertainty, failure, 
and rerouting in the search process. 
Even as we watch cats in their 
curiosity, we see it is the activity—not 
the acquisition of the object of their 
curiosity—that gives the cats (and us) 
pleasure and purpose. Likewise it 
is the experience—of searching, of 
finding connections, of discovering 
and creating new knowledge—that 
we need to teach our students 
(Kuhlthau 1990, 72). Placing this 
emphasis on process is difficult to 
do in an educational system driven 
by the timelines of tests because 

“inquiry takes time, reflection, 
and persistence” (Maniotes and 
Kuhlthau 2014, 12). We must 
design units that allow us to guide, 
encourage, and re-strategize with 
students when their plans flounder 
or fail and they must start over. For 
students to feel confident pursuing 
their curiosities, time must be 

The operators above and to the left 
indicate to students how search 
terms may be combined in a query, 
such as: “African Americans” AND 
(Jobs OR Employment) AND 

“Jim Crow.” Obviously, with this 
assignment, students may have more 
than one concept chart, indicating 
the need for multiple searches to 
cover all the perspectives required 
by the assignment. Though focused 
on a play and a certain time period, 
the request to discuss how that world 
parallels—or diverges from—today’s 
world allows for students to bring in 
their own interests and curiosities.

Once students engage in high-level 
questioning and have a plan for 
something they genuinely want to 
explore, they will need to develop 
an understanding of the structure 
of knowledge and apply it to their 
searches. MacGregor and McInnis  
advocated for bibliographic 
instruction, equivalent today to 
instruction in online databases and 
search engines, to develop cognitive 
skills by extending the practice 
of analyzing structure within 
informational texts to analyzing 
the structure of knowledge itself 
(1977, 17). First, to plan where to 
look for information, students 

need to be taught the differences 
in the structure, content, and 
purposes of possible resources 
such as encyclopedias, directories, 
and scholarly databases 
(MacGregor and McInnis 1977, 
18). Additionally, once key 
concepts are identified, students 
must be able to find related terms 
in case they need to expand or 
narrow searches and to notice 
how vocabulary may vary between 
natural terms and subject-specific 
or academic terminology. Finally, 
there is the grammar of searching—
Boolean operators, fields, and 
other limiters—to indicate the 
relationships between the terms 
they are searching to best retrieve 
what they seek (Tenopir 2001, 35). 
By explicitly teaching and assessing 
these concepts, students will be 
able to strategically plan how and 
where to look for information 
rather than simply relying on 
Google and using whatever shows 
up first because they do not know 
how to recognize sources that 
aren’t authoritative or do not know 
how to control their searches to 
yield more-relevant results.
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allowed for direct instruction in 
the process of discovery because 
engagement with the research must 
take place before a truly authentic 
thesis can be formulated (Maniotes 
and Kuhlthau 2014, 10). Therefore, 
a shift in evaluating students on 
their search strategy skills, not just 
the final product, is also needed. 
Throughout the assignment, we must 
let them know research does not have 
to be a lone process; asking for help 
from experts or peers can help refine 
a search or get a search back on track. 
In short, we must allow learners to 
engage fully in the process.

Persistence and Collaborative 
Instruction
Making this shift not only requires 
persistence of our students but also 
of the teachers. It is often much 
easier for us to just feed our baby 
birds the knowledge the tests tell 
us they should have, but, of course, 
easiest isn’t best. Students deserve a 
team effort between teachers from all 
departments and school librarians 
to include strategies for searching 
and inquiry-based research 
assignments in all classes across all 
grade levels. Only then will students 
build confidence as information 
searchers, both as students and as 
citizens. Moreover, the rewards for 
all will be seen in the products as 
research shows students who received 
information-literacy instruction 
use more-relevant and properly 
cited evidence in their assignments 
(MacGregor and McInnis 1977, 
33; Landrum and Muench 1994, 

1620; Fuselier and Nelson 2011, 
68–70). MacGregor and McInnis’s 
conclusions about the benefits 
of teaching information-literacy 
skills and using inquiry models 
are as relevant and true now as they 
were in 1977; teaching these skills 
brings “greater interest,” “greater 
engagement,” and the experience 
of “what a researcher does” (1977, 
19). My best teaching occurs when 
I am able to incorporate into my 
units something about which I am 
genuinely passionate and curious 
and want to share with others so I 
can learn what others think about 
the topic. The best assignments 
I’ve had to grade were the ones for 
which students were allowed to do 
the same and include something of 
themselves in the assignment. By 
teaching students how to search 
strategically for the purpose of 
pursuing authentic inquiries and 
by shifting focus to the process 
rather than a page and citation 
count, we may give students skills 
to be effective information-seekers 
beyond one particular assignment 
and reignite their curiosity.
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Making this shift not only requires persistence of our 

students but also of the teachers. It is often much easier 

for us to just feed our baby birds the knowledge the tests 

tell us they should have, but, of course, easiest isn’t best. 
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Introduction
Have you ever struggled through 
tedious, irrelevant, or redundant 
professional development (PD) 
seminars for which you originally 
had high hopes? Have you ever 
experienced a moment in a 
workshop when you realized that 
you were hearing the same thing you 
heard last year and the year before, 
just repackaged in a different 
way—and you paid money for it 
and gave up your precious time—
again? Too often, PD seminars 
are “one-shot wonders” that may 
provide an introduction to new 
ways of managing the school library 
program or working differently with 
teachers or administrators, but offer 
few opportunities for follow-up or 
ongoing coaching. For individuals 
working in school library programs 
at the district level, the problem 
is even more severe. The Lilead 
Project (rhymes with “Iliad”) team 
at the University of Maryland’s 
iSchool has found that, although 
virtually all library supervisors who 
work at the district level provide PD 
for building-level library staff, few 
supervisors have any opportunities 
for their own professional growth. 
However, they must receive timely, 
contextual, and truly useful PD 
of their own so that they can 
incorporate new strategies and 

ideas into the PD that they offer to 
building-level staff members.

The Lilead Fellows Program, 
funded by a grant from the 
Institute of Museum and Library 
Services (IMLS), is an innovative 
approach to PD for school district 
library supervisors. It is based 
upon widely accepted principles of 
quality PD. The program is in its 
second year of operation with an 
initial cohort of twenty-five Lilead 
Fellows, school district library 
supervisors selected through a 
competitive application process. 
These fellows come from 25 diverse 
school districts across the nation 
in which they affect the lives of 
almost 1.6 million students, nearly 
114,000 teachers, and 2,000 
librarians. These extraordinary 
individuals are working with others 
in their districts to bring about 
lasting change that will strengthen 
library programs and opportunities 
for learning in school districts 
from Alaska to Florida.

The design of the fellows program 
is based upon research findings 
(Birman et al. 2000; Garet et al. 
2001; Guskey and Yoon 2009; 
Peterson 2002; Day 1993) that 
state that effective PD programs 
for educators reflect the following 
principles:
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• Extensive time in PD activities 
is complemented with sufficient 
opportunities for follow-up after 
the PD sessions are over.

• The content has a sharp focus on 
the daily activities of educators.

• Committed and knowledgeable 
mentors and/or coaches guide PD 
participants.

• Information technology is 
used to promote continued 
engagement.

• Personal reflections are expressed 
in writing and by other means.

Key Elements of the Lilead 
Fellows Program

Extended Time
The Lilead Fellows Program is a 
carefully structured long-term PD 
opportunity. Extended periods 
of time spent in professional 
development are crucial to the 
long-term retention of acquired 
skills (Birman et al. 2000; Garet 
et al. 2001; Guskey and Yoon 
2009). Kent Peterson has stated 
that having a “longer experience 
with a cohort group can have a 
greater impact on learning and 
the development of professional 
networks” (2002, 216). The goals 
for the fellows program were for 
fellows to learn new skills and 
collaborate on transformative 
change initiatives. In a one-off 
PD experience, it is possible to 
brainstorm great ideas, but the 
likelihood of implementing them 
decreases if there is no follow-
through in later PD sessions.

In the fellows program, to combat 
this lack of follow-through, 
participants are continually 

engaged in an eighteen-month 
collaborative learning experience 
with other fellows, their mentors, 
and the Lilead team. Fellows meet 
for three in-person meetings at the 
beginning, middle, and end of the 
program. To increase attendance 
for these spaced-out sessions, 
we decided to schedule them to 
coincide with conferences that the 
supervisors are already likely to 
attend: ALA Annual Conference 
and Midwinter Meeting, A ASL 
National Conference, the SLJ 
Summit, etc. In addition to these 
face-to-face meetings, members 
of the cohort attend monthly 
webinars hosted by the Lilead 
team and monthly virtual check-in 
meetings with their smaller mentor 
groups. Participants are not only 
given the time to learn skills over 
the course of lengthy and intense 
face-to-face meetings, but in 
numerous follow-up e-mails, video 
conferences, and webinars. These 
opportunities give them time to 
take risks, try new things, make 
mistakes, and ask for the help of 
others to identify new strategies.

Close Relationship to Everyday 
Work
In designing the Lilead Fellows 
Program, focusing on content 

that is applicable to the day-to-
day work of library supervisors 
was of utmost importance; this 
focus is another crucial aspect of 
effective PD (Birman et al. 2000; 
Peterson 2002). The Lilead 
Fellows Program incorporated 
this element by asking fellows to 
propose a project or focus on a 
priority that is directly related to 
their districts’ goals for student 
learning. Respondents from 
the 2012 Lilead Survey <http://
lileadproject.org/survey> stated 
that they wanted and needed more 
support and guidance in three 
key areas:

• Implementing curriculum and 
information-literacy standards 
that focus on 21st-century 
learning, i.e., Common Core 
State Standards and A ASL’s 
Standards for the 21st-Century Learner

• Integrating technology for 
digital materials, collaborative 
planning, and information and 
technology literacy for students

• Advocating for school library 
programs and school librarians 
in their school districts

As a part of the application to the 
program, each fellow designed 
his or her individual project 
within one of these three key 
areas. By focusing on current and 
relevant issues, Lilead Fellows 
are more engaged and invested 
in working together to find 
solutions to implement in their 
districts. Additionally, because 

Too often, PD seminars are “one-shot wonders” that may provide 

an introduction to new ways of managing the school library 

program or working differently with teachers or administrators, 

but offer few opportunities for follow-up or ongoing coaching.
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they are working on problems 
that are directly related to the 
priorities defined by their school 
districts, participants are more 
likely to garner the help and 
support of colleagues as they work 
on the challenging goals they have 
set for themselves.

Mentorship and Coaching
According to Michael S. Garet and 
colleagues (2001), mentorship 
and coaching are also key elements 
of effective PD. A mentor or a 
coach can address needs and offer 
feedback within the mentee’s 
context at a significantly faster 
rate than other forms of support. 
In the Lilead Fellows Program, 
small groups of five fellows 
are led by a mentor who is an 
expert and leader in the school 
library field. These smaller 
mentor groups provide a basic, 
yet essential, structural element 
of the Lilead Fellows Program. 
The small mentor groups were 

carefully crafted according to 
each fellow’s chosen focus area 
and geographical location to 
ensure that conversations among 
fellows in each group are relevant, 
beneficial, and convenient for 
everyone. The Lilead mentor 
groups independently meet 
virtually each month to share 
successes and brainstorm solutions 
to the challenges fellows face in 
their respective districts. When 
necessary, mentors and fellows 
speak one-on-one for more-
personalized support.

Incorporating Information 
Technolog y
The Lilead Fellows Program 
has used various information 
technologies that allow for rich 
communication and learning 
throughout the program. 
According to Peterson (2002), 
information technologies can 
be potentially valuable means 
to enrich and continue the 
learning that happens in face-to-

face PD sessions. Information 
technologies can sustain 
the growing community of 
professionals when consistent, 
day-to-day interaction is 
impossible, as it is in the Lilead 
Fellows Program. To conduct 
webinars and convey information 
to fellows between face-to-face 
meetings, the Lilead team uses 
online meeting platforms such 
as Adobe Connect and Fuze 
Meeting. These virtual meetings 
and online communications foster 
connections within and among 
the entire cohort. Members of 
the smaller mentor groups have 
also used various information 
technologies to communicate 
and touch base with each other 
to share successes and ongoing 
struggles in moving their 
goals and priorities forward. 
Throughout the face-to-face 
sessions the Lilead Fellows 
have also used various Web 2.0 
applications. With the iPad tablet 
fellows were given at the start 
of the program and tools such 
as Piktochart, Socrative, and 
Timeline, fellows can complete 
activities and give quick feedback 
on their work. Current, popular 
technologies and Web 2.0 
applications not only allow quick 
and easy access for communication 
and collaboration among the 
fellows, but also further enable 
these library leaders to think of 
different and creative ways to 
use 21st-century tools in their 
districts.

Ref lection
Reflection is a crucial and 
often overlooked component 
of effective PD (Day 1993; 

The Lilead Fellows Program is based on many facets of 

effective PD. The program provides a long-term experience 

that allows time for extended learning and application, 

requires each participant to focus on an important and 

personally relevant issue, uses experienced and passionate 

mentors, incorporates technolog y to foster community 

and learning, and makes sure fellows reflect and think 

critically about their work and our field as a whole.
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Peterson 2002). The fellows 
program uses reflection to help 
supervisors think deeply and 
critically about the work they are 
doing in their districts. After 
critiquing many PD programs 
in the United States, Peterson 
noted that “programs need to 
deeply engage the participants in 
thinking, reflection, analysis, and 
practice with a strong component 
of coaching and feedback” (2002, 
231). In addition to working on 
practical solutions to address their 
chosen projects or focuses, fellows 
write reflective pieces about their 
progress toward their stated goals 
and make connections between 

the work that they are doing in 
their districts and the principles 
of change and transformational 
leadership. Participants also have 
ample opportunity to provide 
constructive feedback on the work 
and reflections of others. Fellows 
participate in gallery walks, group 
reflection, discussion protocols, 
and numerous other reflective 
activities both in person and 
online throughout the program.

Conclusion
The Lilead Fellows Program is 
based on many facets of effective 
PD. The program provides a 

long-term experience that allows 
time for extended learning 
and application, requires each 
participant to focus on an 
important and personally relevant 
issue, uses experienced and 
passionate mentors, incorporates 
technology to foster community 
and learning, and makes sure 
fellows reflect and think critically 
about their work and our field 
as a whole. These qualities give 
the Lilead Fellows Program 
a distinct and fresh take on 
professional development for 
school library leaders, and can 
revolutionize the way our field 
thinks about, prepares for, and 
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implements continuing education 
for school library professionals. 
The structure implemented in 
the Lilead Fellows Program, 
which is built on research-
based principles of effective 
professional development, is 
currently making a difference in 
twenty-five school districts across 
the country. The Lilead Fellows 
are taking the PD strategies and 
tools they learn in the fellows 
program and implementing 
them in their districts with their 
school librarians. We believe 
that the fellows program is 
scalable and can impact even 
more districts nationwide, and 

that the knowledge gained, skills 
learned, and connections made 
through the program can be used 
to strengthen and improve school 
library programs in districts large 
and small around the country.

The Lilead Project team has 
applied for financial support 
from IMLS to continue working 
with the initial cohort of fellows 
and mentors and to add a 
second cohort in January 2017. 
Information about the application 
process for the next round of the 
Lilead Fellows Program should be 
available in summer 2016. The 
team is also creating an online 

Lilead Leadership certificate that 
will be available to school library 
professionals nationwide. So 
whether you are a district-level 
library supervisor in charge of 
providing PD for the librarians 
in your district or a building-
level librarian responsible for 
teacher and staff PD at your 
school, we hope that the lessons 
learned through the Lilead 
Project can help you strengthen 
the PD you offer throughout your 
learning community, resulting in 
improved learning opportunities 
for all students.
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Since a wide array of different social media outlets have become so 

popular for people of all ages, in recent years children—including 

some of my fictional characters—have become increasingly 

vulnerable targets for hacks of one kind or another. 

CBC COLUMN

As a founder and former head 
of a Boston-based IT company 

and, subsequently, as a person 
who has continued to work in both 
software and hardware-driven 
technology fields, I’ve seen plenty 
of “hacks” in my days. From 
viruses that would send playful—yet 
annoying—messages to worms that 
would wipe out an entire corporate 
network’s (or government network’s) 
data, hacks can be anything from 
localized nuisances to major 
economic disasters.

In the late 1990s, after having 
earlier been recognized as one 
of the top winning science fair 
participants in the U.S. for projects 
on fossil eggshell paleobiochemistry 

and then being formally trained 
in biology, geology, and related 
fields for an intended career in 
paleontology, I never expected 
to end up working in the fields 
of computers, software, and 
semiconductor materials. (Of 
course, I also didn’t imagine that 
later on I’d become a children’s 
book writer and artist.) But, there 
I was, in the early summer of 
1998—a scrawny, nerdy kid who 
had about eight years of formal and 
informal paleobiochemistry and 
field paleontology training. I’d 
recently won recognition as one of 
the youngest people ever to present a 
plenary session lecture at the world’s 
biggest paleontology convention 
and with research sponsored by 

both Tufts and Harvard. That 
summer I should have been looking 
at paleontology grad schools. Yet, 
despite all the summers in Montana, 
Arizona, Utah, and Canada, and 
countless afternoons in microscopy, 
biochem, and fossil-preparation labs 
throughout eastern Massachusetts, I 
still found myself logging more hours 
in front of a computer—as I had 
over the previous years—rather than 
wielding a rock hammer. (As a result 
of my combo of interests, nearly all of 
my books are about fossils, computers, 
and science fairs!)

Around the time I considered 
paleontology grad schools, I also 
found myself looking at ways to find 
venture capital to start a company 

Hacking for Good and 
Bad, and How to Protect 
Yourself against Hacks!

Barnas Monteith
bmonteith@tumblehomelearning.com

60 Knowledge Quest  |  Student Privacy in the Age of Big Data

All materials in this journal subject to copyright by the American Library Association 
may be used for the noncommercial purpose of scientific or educational advancement 

granted by Sections 107 and 108 of the Copyright Revision Act of 1976. Address 
usage requests to the ALA Office of Rights and Permissions.



specializing in IT and security. At 
that point I had about ten years of 
database training, starting with a 
middle school program in C+ I took 
at MIT. Several of my friends had 
mentioned to me how “easy” it 
was to get capital, and I decided I 
might as well try. This was the era 
of the dot.com boom (documented 
by the movie Startup.com, which I 
highly recommend). Although at 
first I didn’t believe my friends, 
after a few elevator pitches at 
local business competitions and 
within about a year of getting my 
bachelor’s degree, I found myself 
with a few dozen employees, a 
corner office, a “high speed T1” 
connection, a roomful of servers, 
and perhaps a hundred clients. 
And the business kept growing—
but my path never really turned 
out as I expected.

My intention had been to stay on 
the bleeding edge of technology, 
leading teams of people to make 
productive database-driven 
software running financial, 
insurance, and government apps 
(and maybe do some paleontology/
evolution side projects for fun). 
However, instead I found myself 
spending a great deal of time simply 
keeping up with the daily hacks 
that would hit my various clients’ 
and my own servers. As the 1990s 
transitioned into the 2000s, I 
realized that this state would become 
the norm. The Internet was changing 
business as everybody knew it—for 
both good and bad reasons.

What had been kind of 

funny in the past had 

become something scary and 

taboo even to discuss, lest 

you be labeled a hacker.
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Hacking had become a tool for 
personal, corporate, and govern-
ment espionage, and, ultimately, 
even military and terrorist opera-
tions. The term no longer referred 
to innocent pranks on par with those 
conducted regularly at MIT in an 
earlier era, such as disassembling 
and reassembling a police car on top 
of the main dome at MIT. What had 
been kind of funny in the past had 
become something scary and taboo 
even to discuss, lest you be labeled a 
hacker. Over the years, the distinc-
tion between “white hat” (hackers for 
good) and “black hat” (malicious) 
hackers has emerged, and, at times, 
distinguishing between the two has 
become hard. Hacker military forces, 
mercenary hackers, and corporate 
hackers for hire have been exposed 
in recent years, and the field is ever 
expanding.

Hacking and Kids
Since a wide array of different 
social media outlets have become 
so popular for people of all ages, in 
recent years children—including 
some of my fictional characters—have 

become increasingly vulnerable 
targets for hacks of one kind or 
another. Therefore, I believe it is 
very important that children are 
maximally protected at home, at 
school, at libraries, and all other 
places where they may be exposed 
to the reach of the “black hat.” As a 
result, some of my IT-related work, 
as well as some of my writing, is 
intended to help protect children and 
to help them protect themselves.

When I’m doing talks and presenta-
tions at schools, the question children 
ask me most often is: “So, is hacking 
good or bad?” It is an incredibly 
difficult question to answer, since 
it’s hard to justify breaking laws 
or violating personal privacy for 
the sake of “good.” Clearly, when 
malicious hackers steal money or 
engage in identity theft, they are doing 
something that everyone except the 
hackers considers to be bad, but should 
all hacking be considered bad as a 
result of this malicious behavior? Even 
when governments or police forces use 
hacking to help save lives? Students 
often have interesting perspectives to 
contribute to the discussion.

Readers of my novel The Harrowing 
Case of the Hackensack Hacker learn 
some of the history of hacking and 
the intentions and plans of early 
hackers. Though it is fiction, it’s in 
Tumblehome Learning’s Galactic 
Academy of Science series, so 
science and engineering principles 
are covered as well. And, in the end, 
the good guys win. Sorry, but I can’t 
tell you more; you can, of course, 
read the book!

Since this book came out in 2013, 
I’ve visited a number of schools and 
libraries and explained to children 
the basic concepts of hacking. By 
hacking a simple LOGO-like 
program that does nothing more 
than change graphics on a monitor, 
I make hacking visible to kids. (For 
more about this hack, read the 
supplementary material at the back 
of The Harrowing Case of the Hackensack 
Hacker, contributed by Bob Tinker, 
founder of the Concord Consor-
tium.) The demo is an excellent 
starting point for a discussion about 
ethical use of technology and about 
the importance of basic personal 
security and privacy.
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Tips for Tech Users of All Ages
In general, tech users of all ages 
should follow a number of rules to 
ensure that social media accounts, 
e-mail accounts, and home computers 
remain (at least mostly) hack-proofed! 
The most common reason people’s 
devices get hacked is because they 
haven’t followed these guidelines and 
done simple—but essential—tasks.

1. Make sure your passwords are 
not something obvious. Please 
include numbers, capitals, and 
special characters when you 
can, and change passwords very 
regularly (monthly or more 
frequently). Store passwords 
off-line, and off-computer, in 
an area nobody but you will ever 
find!

2. Protect yourself when you are 
on school, library, or other 
public computers. When you 
log into your Facebook, Twitter, 
Pinterest, and other social media 
and e-mail accounts on public 
devices, always click “No” when 
the browser asks whether to save 
your password. Before you leave 
the public computer, in addition 
to checking that you have your 

wallet, keys, jacket, backpack, 
etc., be sure you have logged out 
every time.

3. Protect your personal devices 
by installing—and frequently 
updating—anti-malware and 
anti-virus software from a 
reliable source.

4. Keep your computer and phone 
access malware-free. Don’t 
click on links or open e-mails 
or attachments from people or 
sources you don’t know. Don’t 

download software unless you are 
absolutely sure it does not contain 
viruses. Typically, this means 
downloading only from major 
companies and only after you’ve 
confirmed online that these 
particular releases/versions do not 
harbor potential problems.

While following these simple rules 
won’t 100 percent ensure that you 
won’t get viruses, malware, worms, or 
other terrible computer pathogens 
indicative of a hack, you’ll have taken 
important steps to protect yourself.
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